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Summary

CVE CVE-2017-14592

State PUBLIC

Assigner security@atlassian.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-26 02:29:00 UTC

Updated 2020-05-11 17:00:00 UTC

Description Sourcetree for macOS had several argument and command injection bugs in Mercurial and Git repository handling. An attacker with permission to commit to a repository linked in Sourcetree for macOS is able to exploit this issue to gain code execution on the system. From version 1.4.0 of Sourcetree for macOS, this vulnerability can be triggered from a webpage through the use of the Sourcetree URI handler. Versions of Sourcetree for macOS starting with 1.0b2 before version 2.7.0 are affected by this vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo | CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Sourcetree All All All All

Application Atlassian Sourcetree 1.0 beta2 All All

Application Atlassian Sourcetree 1.0 beta3 All All

Application Atlassian Sourcetree 1.0 beta4 All All

Application Atlassian Sourcetree 1.0 beta5 All All

Application Atlassian Sourcetree 1.0 rc1 All All

Application Atlassian Sourcetree All All All All

Application Atlassian Sourcetree 1.0 beta2 All All

Application Atlassian Sourcetree 1.0 beta3 All All

Application Atlassian Sourcetree 1.0 beta4 All All

Application Atlassian Sourcetree 1.0 beta5 All All

Application Atlassian Sourcetree 1.0 rc1 All All

References

Reference

Atlassian SourceTree Multiple Command Injection and Command Execution Vulnerabilities

[SRCTREE-5243] Various argument and command injection issues in Sourcetree for macOS - CVE-2017-14592 - Create and track feature requests for Atlassian products.
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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