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Summary

CVE CVE-2017-14603

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-10 01:30:00 UTC

Updated 2017-11-05 23:03:00 UTC

Description In Asterisk 11.x before 11.25.3, 13.x before 13.17.2, and 14.x before 14.6.2 and Certified Asterisk 11.x before 11.6-cert18 and 13.x before 13.13-cert6, insufficient RTCP packet validation could allow reading stale buffer contents and when combined with the "nat" and "symmetric_rtp" options allow redirecting where Asterisk sends the next RTCP report.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Digium Asterisk 11.0.0 All All All

Application Digium Asterisk 11.0.0 beta1 All All

Application Digium Asterisk 11.0.0 beta2 All All

Application Digium Asterisk 11.0.0 rc1 All All

Application Digium Asterisk 11.0.0 rc2 All All

Application Digium Asterisk 11.0.1 All All All

Application Digium Asterisk 11.0.2 All All All

Application Digium Asterisk 11.1.0 All All All

Application Digium Asterisk 11.1.0 rc1 All All

Application Digium Asterisk 11.1.0 rc2 All All

Application Digium Asterisk 11.1.0 rc3 All All

Application Digium Asterisk 11.1.1 All All All

Application Digium Asterisk 11.1.2 All All All

Application Digium Asterisk 11.10.0 All All All

Application Digium Asterisk 11.10.0 rc1 All All

Application Digium Asterisk 11.10.1 All All All

Application Digium Asterisk 11.10.1 rc1 All All
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Application Digium Asterisk 11.10.1 rc1 All All

Application Digium Asterisk 11.10.2 All All All

Application Digium Asterisk 11.11.0 All All All

Application Digium Asterisk 11.11.0 rc1 All All

Application Digium Asterisk 11.12.0 All All All

Application Digium Asterisk 11.12.0 rc1 All All

Application Digium Asterisk 11.12.1 All All All

Application Digium Asterisk 11.13.0 All All All

Application Digium Asterisk 11.13.0 rc1 All All

Application Digium Asterisk 11.13.1 All All All

Application Digium Asterisk 11.14.0 All All All

Application Digium Asterisk 11.14.0 rc1 All All

Application Digium Asterisk 11.14.0 rc2 All All

Application Digium Asterisk 11.14.1 All All All

Application Digium Asterisk 11.14.2 All All All

Application Digium Asterisk 11.15.0 rc1 All All

Application Digium Asterisk 11.15.0 rc2 All All

Application Digium Asterisk 11.15.1 All All All

Application Digium Asterisk 11.16.0 rc1 All All

Application Digium Asterisk 11.17.0 rc1 All All

Application Digium Asterisk 11.17.1 All All All

Application Digium Asterisk 11.18.0 All All All

Application Digium Asterisk 11.18.0 rc1 All All

Application Digium Asterisk 11.19.0 rc1 All All

Application Digium Asterisk 11.2.0 rc1 All All

Application Digium Asterisk 11.2.1 All All All

Application Digium Asterisk 11.2.2 All All All

Application Digium Asterisk 11.20.0 rc1 All All

Application Digium Asterisk 11.21.0 rc1 All All

Application Digium Asterisk 11.21.0 rc2 All All

Application Digium Asterisk 11.21.1 All All All

Application Digium Asterisk 11.21.2 All All All

Application Digium Asterisk 11.22.0 All All All

Application Digium Asterisk 11.22.0 rc1 All All

Application Digium Asterisk 11.23.0 All All All

Application Digium Asterisk 11.23.0 rc1 All All
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Application Digium Asterisk 11.23.1 All All All

Application Digium Asterisk 11.24.0 All All All

Application Digium Asterisk 11.24.1 All All All

Application Digium Asterisk 11.25.0 All All All

Application Digium Asterisk 11.25.1 All All All

Application Digium Asterisk 11.4.0 rc4 All All

Application Digium Asterisk 11.6.0 All All All

Application Digium Asterisk 11.6.0 rc1 All All

Application Digium Asterisk 11.6.0 rc2 All All

Application Digium Asterisk 11.6.1 All All All

Application Digium Asterisk 11.7.0 All All All

Application Digium Asterisk 11.7.0 rc1 All All

Application Digium Asterisk 11.7.0 rc2 All All

Application Digium Asterisk 11.8.0 - All All

Application Digium Asterisk 11.8.0 rc1 All All

Application Digium Asterisk 11.8.0 rc2 All All

Application Digium Asterisk 11.8.0 rc3 All All

Application Digium Asterisk 11.8.1 All All All

Application Digium Asterisk 11.9.0 All All All

Application Digium Asterisk 11.9.0 rc1 All All

Application Digium Asterisk 11.9.0 rc2 All All

Application Digium Asterisk 11.9.0 rc3 All All

Application Digium Asterisk 13.0.0 All All All

Application Digium Asterisk 13.0.0 beta1 All All

Application Digium Asterisk 13.0.0 beta2 All All

Application Digium Asterisk 13.0.0 beta3 All All

Application Digium Asterisk 13.0.1 All All All

Application Digium Asterisk 13.0.2 All All All

Application Digium Asterisk 13.1.0 All All All

Application Digium Asterisk 13.1.0 rc1 All All

Application Digium Asterisk 13.1.0 rc2 All All

Application Digium Asterisk 13.1.1 All All All

Application Digium Asterisk 13.10.0 All All All

Application Digium Asterisk 13.10.0 rc1 All All

Application Digium Asterisk 13.11.0 All All All

Application Digium Asterisk 13.11.1 All All All
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Application Digium Asterisk 13.11.1 All All All

Application Digium Asterisk 13.11.2 All All All

Application Digium Asterisk 13.12 All All All

Application Digium Asterisk 13.12.0 All All All

Application Digium Asterisk 13.12.1 All All All

Application Digium Asterisk 13.12.2 All All All

Application Digium Asterisk 13.13 All All All

Application Digium Asterisk 13.13.0 All All All

Application Digium Asterisk 13.13.1 All All All

Application Digium Asterisk 13.14.0 All All All

Application Digium Asterisk 13.14.0 rc1 All All

Application Digium Asterisk 13.14.0 rc2 All All

Application Digium Asterisk 13.14.1 All All All

Application Digium Asterisk 13.15.0 All All All

Application Digium Asterisk 13.15.0 rc1 All All

Application Digium Asterisk 13.15.0 rc2 All All

Application Digium Asterisk 13.15.0 rc3 All All

Application Digium Asterisk 13.15.1 All All All

Application Digium Asterisk 13.16.0 All All All

Application Digium Asterisk 13.16.0 rc1 All All

Application Digium Asterisk 13.16.0 rc2 All All

Application Digium Asterisk 13.17.0 All All All

Application Digium Asterisk 13.17.0 rc1 All All

Application Digium Asterisk 13.2.0 All All All

Application Digium Asterisk 13.2.0 rc1 All All

Application Digium Asterisk 13.2.1 All All All

Application Digium Asterisk 13.3.0 rc1 All All

Application Digium Asterisk 13.3.2 All All All

Application Digium Asterisk 13.4.0 All All All

Application Digium Asterisk 13.4.0 rc1 All All

Application Digium Asterisk 13.5.0 All All All

Application Digium Asterisk 13.5.0 rc1 All All

Application Digium Asterisk 13.6.0 rc1 All All

Application Digium Asterisk 13.7.0 rc1 All All

Application Digium Asterisk 13.7.0 rc2 All All

Application Digium Asterisk 13.7.1 All All All
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Application Digium Asterisk 13.7.2 All All All

Application Digium Asterisk 13.8.0 All All All

Application Digium Asterisk 13.8.0 rc1 All All

Application Digium Asterisk 13.8.1 All All All

Application Digium Asterisk 13.8.2 All All All

Application Digium Asterisk 13.9.0 All All All

Application Digium Asterisk 13.9.1 All All All

Application Digium Asterisk 14.0 All All All

Application Digium Asterisk 14.0.0 All All All

Application Digium Asterisk 14.0.0 beta1 All All

Application Digium Asterisk 14.0.0 beta2 All All

Application Digium Asterisk 14.0.0 rc1 All All

Application Digium Asterisk 14.0.0 rc2 All All

Application Digium Asterisk 14.0.1 All All All

Application Digium Asterisk 14.0.2 All All All

Application Digium Asterisk 14.01 All All All

Application Digium Asterisk 14.02 All All All

Application Digium Asterisk 14.1 All All All

Application Digium Asterisk 14.1.0 All All All

Application Digium Asterisk 14.1.1 All All All

Application Digium Asterisk 14.1.2 All All All

Application Digium Asterisk 14.2 All All All

Application Digium Asterisk 14.2.0 All All All

Application Digium Asterisk 14.2.1 All All All

Application Digium Asterisk 14.3.0 All All All

Application Digium Asterisk 14.3.0 rc1 All All

Application Digium Asterisk 14.3.0 rc2 All All

Application Digium Asterisk 14.3.1 All All All

Application Digium Asterisk 14.4.0 All All All

Application Digium Asterisk 14.4.0 rc1 All All

Application Digium Asterisk 14.4.0 rc2 All All

Application Digium Asterisk 14.4.0 rc3 All All

Application Digium Asterisk 14.4.1 All All All

Application Digium Asterisk 14.5.0 All All All

Application Digium Asterisk 14.5.0 rc1 All All
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Application Digium Asterisk 14.5.0 rc2 All All

Application Digium Asterisk 14.6.0 All All All

Application Digium Asterisk 14.6.0 rc1 All All

Application Digium Asterisk 11.0.0 All All All

Application Digium Asterisk 11.0.0 beta1 All All

Application Digium Asterisk 11.0.0 beta2 All All

Application Digium Asterisk 11.0.0 rc1 All All

Application Digium Asterisk 11.0.0 rc2 All All

Application Digium Asterisk 11.0.1 All All All

Application Digium Asterisk 11.0.2 All All All

Application Digium Asterisk 11.1.0 All All All

Application Digium Asterisk 11.1.0 rc1 All All

Application Digium Asterisk 11.1.0 rc2 All All

Application Digium Asterisk 11.1.0 rc3 All All

Application Digium Asterisk 11.1.1 All All All

Application Digium Asterisk 11.1.2 All All All

Application Digium Asterisk 11.10.0 All All All

Application Digium Asterisk 11.10.0 rc1 All All

Application Digium Asterisk 11.10.1 All All All

Application Digium Asterisk 11.10.1 rc1 All All

Application Digium Asterisk 11.10.2 All All All

Application Digium Asterisk 11.11.0 All All All

Application Digium Asterisk 11.11.0 rc1 All All

Application Digium Asterisk 11.12.0 All All All

Application Digium Asterisk 11.12.0 rc1 All All

Application Digium Asterisk 11.12.1 All All All

Application Digium Asterisk 11.13.0 All All All

Application Digium Asterisk 11.13.0 rc1 All All

Application Digium Asterisk 11.13.1 All All All

Application Digium Asterisk 11.14.0 All All All

Application Digium Asterisk 11.14.0 rc1 All All

Application Digium Asterisk 11.14.0 rc2 All All

Application Digium Asterisk 11.14.1 All All All

Application Digium Asterisk 11.14.2 All All All

Application Digium Asterisk 11.15.0 rc1 All All

Application Digium Asterisk 11.15.0 rc2 All All
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Application Digium Asterisk 11.15.0 rc2 All All

Application Digium Asterisk 11.15.1 All All All

Application Digium Asterisk 11.16.0 rc1 All All

Application Digium Asterisk 11.17.0 rc1 All All

Application Digium Asterisk 11.17.1 All All All

Application Digium Asterisk 11.18.0 All All All

Application Digium Asterisk 11.18.0 rc1 All All

Application Digium Asterisk 11.19.0 rc1 All All

Application Digium Asterisk 11.2.0 rc1 All All

Application Digium Asterisk 11.2.1 All All All

Application Digium Asterisk 11.2.2 All All All

Application Digium Asterisk 11.20.0 rc1 All All

Application Digium Asterisk 11.21.0 rc1 All All

Application Digium Asterisk 11.21.0 rc2 All All

Application Digium Asterisk 11.21.1 All All All

Application Digium Asterisk 11.21.2 All All All

Application Digium Asterisk 11.22.0 All All All

Application Digium Asterisk 11.22.0 rc1 All All

Application Digium Asterisk 11.23.0 All All All

Application Digium Asterisk 11.23.0 rc1 All All

Application Digium Asterisk 11.23.1 All All All

Application Digium Asterisk 11.24.0 All All All

Application Digium Asterisk 11.24.1 All All All

Application Digium Asterisk 11.25.0 All All All

Application Digium Asterisk 11.25.1 All All All

Application Digium Asterisk 11.4.0 rc4 All All

Application Digium Asterisk 11.6.0 All All All

Application Digium Asterisk 11.6.0 rc1 All All

Application Digium Asterisk 11.6.0 rc2 All All

Application Digium Asterisk 11.6.1 All All All

Application Digium Asterisk 11.7.0 All All All

Application Digium Asterisk 11.7.0 rc1 All All

Application Digium Asterisk 11.7.0 rc2 All All

Application Digium Asterisk 11.8.0 - All All

Application Digium Asterisk 11.8.0 rc1 All All

Application Digium Asterisk 11.8.0 rc2 All All
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Application Digium Asterisk 11.8.0 rc3 All All

Application Digium Asterisk 11.8.1 All All All

Application Digium Asterisk 11.9.0 All All All

Application Digium Asterisk 11.9.0 rc1 All All

Application Digium Asterisk 11.9.0 rc2 All All

Application Digium Asterisk 11.9.0 rc3 All All

Application Digium Asterisk 13.0.0 All All All

Application Digium Asterisk 13.0.0 beta1 All All

Application Digium Asterisk 13.0.0 beta2 All All

Application Digium Asterisk 13.0.0 beta3 All All

Application Digium Asterisk 13.0.1 All All All

Application Digium Asterisk 13.0.2 All All All

Application Digium Asterisk 13.1.0 All All All

Application Digium Asterisk 13.1.0 rc1 All All

Application Digium Asterisk 13.1.0 rc2 All All

Application Digium Asterisk 13.1.1 All All All

Application Digium Asterisk 13.10.0 All All All

Application Digium Asterisk 13.10.0 rc1 All All

Application Digium Asterisk 13.11.0 All All All

Application Digium Asterisk 13.11.1 All All All

Application Digium Asterisk 13.11.2 All All All

Application Digium Asterisk 13.12 All All All

Application Digium Asterisk 13.12.0 All All All

Application Digium Asterisk 13.12.1 All All All

Application Digium Asterisk 13.12.2 All All All

Application Digium Asterisk 13.13 All All All

Application Digium Asterisk 13.13.0 All All All

Application Digium Asterisk 13.13.1 All All All

Application Digium Asterisk 13.14.0 All All All

Application Digium Asterisk 13.14.0 rc1 All All

Application Digium Asterisk 13.14.0 rc2 All All

Application Digium Asterisk 13.14.1 All All All

Application Digium Asterisk 13.15.0 All All All

Application Digium Asterisk 13.15.0 rc1 All All

Application Digium Asterisk 13.15.0 rc2 All All
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Application Digium Asterisk 13.15.0 rc3 All All

Application Digium Asterisk 13.15.1 All All All

Application Digium Asterisk 13.16.0 All All All

Application Digium Asterisk 13.16.0 rc1 All All

Application Digium Asterisk 13.16.0 rc2 All All

Application Digium Asterisk 13.17.0 All All All

Application Digium Asterisk 13.17.0 rc1 All All

Application Digium Asterisk 13.2.0 All All All

Application Digium Asterisk 13.2.0 rc1 All All

Application Digium Asterisk 13.2.1 All All All

Application Digium Asterisk 13.3.0 rc1 All All

Application Digium Asterisk 13.3.2 All All All

Application Digium Asterisk 13.4.0 All All All

Application Digium Asterisk 13.4.0 rc1 All All

Application Digium Asterisk 13.5.0 All All All

Application Digium Asterisk 13.5.0 rc1 All All

Application Digium Asterisk 13.6.0 rc1 All All

Application Digium Asterisk 13.7.0 rc1 All All

Application Digium Asterisk 13.7.0 rc2 All All

Application Digium Asterisk 13.7.1 All All All

Application Digium Asterisk 13.7.2 All All All

Application Digium Asterisk 13.8.0 All All All

Application Digium Asterisk 13.8.0 rc1 All All

Application Digium Asterisk 13.8.1 All All All

Application Digium Asterisk 13.8.2 All All All

Application Digium Asterisk 13.9.0 All All All

Application Digium Asterisk 13.9.1 All All All

Application Digium Asterisk 14.0 All All All

Application Digium Asterisk 14.0.0 All All All

Application Digium Asterisk 14.0.0 beta1 All All

Application Digium Asterisk 14.0.0 beta2 All All

Application Digium Asterisk 14.0.0 rc1 All All

Application Digium Asterisk 14.0.0 rc2 All All

Application Digium Asterisk 14.0.1 All All All

Application Digium Asterisk 14.0.2 All All All

Application Digium Asterisk 14.01 All All All
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Application Digium Asterisk 14.01 All All All

Application Digium Asterisk 14.02 All All All

Application Digium Asterisk 14.1 All All All

Application Digium Asterisk 14.1.0 All All All

Application Digium Asterisk 14.1.1 All All All

Application Digium Asterisk 14.1.2 All All All

Application Digium Asterisk 14.2 All All All

Application Digium Asterisk 14.2.0 All All All

Application Digium Asterisk 14.2.1 All All All

Application Digium Asterisk 14.3.0 All All All

Application Digium Asterisk 14.3.0 rc1 All All

Application Digium Asterisk 14.3.0 rc2 All All

Application Digium Asterisk 14.3.1 All All All

Application Digium Asterisk 14.4.0 All All All

Application Digium Asterisk 14.4.0 rc1 All All

Application Digium Asterisk 14.4.0 rc2 All All

Application Digium Asterisk 14.4.0 rc3 All All

Application Digium Asterisk 14.4.1 All All All

Application Digium Asterisk 14.5.0 All All All

Application Digium Asterisk 14.5.0 rc1 All All

Application Digium Asterisk 14.5.0 rc2 All All

Application Digium Asterisk 14.6.0 All All All

Application Digium Asterisk 14.6.0 rc1 All All

Application Digium Certified Asterisk 11.6 cert1 All All

Application Digium Certified Asterisk 11.6 cert10 All All

Application Digium Certified Asterisk 11.6 cert11 All All

Application Digium Certified Asterisk 11.6 cert12 All All

Application Digium Certified Asterisk 11.6 cert13 All All

Application Digium Certified Asterisk 11.6 cert14 All All

Application Digium Certified Asterisk 11.6 cert14_rc1 All All

Application Digium Certified Asterisk 11.6 cert14_rc2 All All

Application Digium Certified Asterisk 11.6 cert15 All All

Application Digium Certified Asterisk 11.6 cert16 All All

Application Digium Certified Asterisk 11.6 cert1_rc1 All All

Application Digium Certified Asterisk 11.6 cert1_rc2 All All

Application Digium Certified Asterisk 11.6 cert2 All All
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Application Digium Certified Asterisk 11.6 cert3 All All

Application Digium Certified Asterisk 11.6 cert4 All All

Application Digium Certified Asterisk 11.6 cert5 All All

Application Digium Certified Asterisk 11.6 cert6 All All

Application Digium Certified Asterisk 11.6 cert7 All All

Application Digium Certified Asterisk 11.6 cert8 All All

Application Digium Certified Asterisk 11.6 cert9 All All

Application Digium Certified Asterisk 13.13 cert1 All All

Application Digium Certified Asterisk 13.13 cert1_rc1 All All

Application Digium Certified Asterisk 13.13 cert1_rc2 All All

Application Digium Certified Asterisk 13.13 cert1_rc3 All All

Application Digium Certified Asterisk 13.13 cert1_rc4 All All

Application Digium Certified Asterisk 13.13 cert2 All All

Application Digium Certified Asterisk 13.13 cert3 All All

Application Digium Certified Asterisk 13.13 cert4 All All

Application Digium Certified Asterisk 11.6 cert1 All All

Application Digium Certified Asterisk 11.6 cert10 All All

Application Digium Certified Asterisk 11.6 cert11 All All

Application Digium Certified Asterisk 11.6 cert12 All All

Application Digium Certified Asterisk 11.6 cert13 All All

Application Digium Certified Asterisk 11.6 cert14 All All

Application Digium Certified Asterisk 11.6 cert14_rc1 All All

Application Digium Certified Asterisk 11.6 cert14_rc2 All All

Application Digium Certified Asterisk 11.6 cert15 All All

Application Digium Certified Asterisk 11.6 cert16 All All

Application Digium Certified Asterisk 11.6 cert1_rc1 All All

Application Digium Certified Asterisk 11.6 cert1_rc2 All All

Application Digium Certified Asterisk 11.6 cert2 All All

Application Digium Certified Asterisk 11.6 cert3 All All

Application Digium Certified Asterisk 11.6 cert4 All All

Application Digium Certified Asterisk 11.6 cert5 All All

Application Digium Certified Asterisk 11.6 cert6 All All

Application Digium Certified Asterisk 11.6 cert7 All All

Application Digium Certified Asterisk 11.6 cert8 All All

Application Digium Certified Asterisk 11.6 cert9 All All
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Application Digium Certified Asterisk 13.13 cert1 All All

Application Digium Certified Asterisk 13.13 cert1_rc1 All All

Application Digium Certified Asterisk 13.13 cert1_rc2 All All

Application Digium Certified Asterisk 13.13 cert1_rc3 All All

Application Digium Certified Asterisk 13.13 cert1_rc4 All All

Application Digium Certified Asterisk 13.13 cert2 All All

Application Digium Certified Asterisk 13.13 cert3 All All

Application Digium Certified Asterisk 13.13 cert4 All All

References

Reference Source Link Tags

AST-2017-008 CONFIRM downloads.asterisk.org Vendor Advisory

Debian -- Security Information -- DSA-3990-1 asterisk DEBIAN www.debian.org Third Party Advisory

[ASTERISK-27274] RTCP needs better packet validation to resist port scans. - Digium/Asterisk JIRA CONFIRM issues.asterisk.org Issue Tracking, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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