
CVE-2017-14616
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2017-14616

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-20 20:29:00 UTC

Updated 2017-10-04 17:16:00 UTC

Description An FBX-5312 issue was discovered in WatchGuard Fireware before 12.0. If a login attempt is made in the XML-RPC interface with an XML message containing an empty member element, the wgagent crashes, logging out any user with a session opened in the UI. By continuously executing the failed login attempts, UI management of the device becomes impossible.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Watchguard Fireware All All All All

References

Reference Source Link Tags

SecurityFocus MISC www.securityfocus.com Third Party Advisory, VDB Entry

Página no encontrada | Sidertia Solutions MISC www.sidertia.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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