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A Remote Code Execution vulnerability has been found in the Horde_Image library when using the "Im" backend that utilize
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Horde Horde Image Api 2.0.0 All All All
Horde Horde Image Api 2.0.0 alphat All All
Horde Horde Image Api 2.0.0 betal All All
Horde Horde Image Api 2.0.0 beta2 All All
Horde Horde Image Api 2.0.1 All All All
Horde Horde Image Api 2.0.2 All All All
Horde Horde Image Api 2.0.3 All All All
Horde Horde Image Api 2.0.4 All All All
Horde Horde Image Api 2.0.5 All All All
Horde Horde Image Api 2.0.6 All All All
Horde Horde Image Api 2.0.7 All All All
Horde Horde Image Api 2.0.8 All All All
Horde Horde Image Api 2.0.9 All All All
Horde Horde Image Api 2.1.0 All All All
Horde Horde Image Api 2.2.0 All All All
Horde Horde Image Api 2.3.0 All All All
Horde Horde Image Api 2.3.1 All All All
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References

Reference Source Link Tags
Debian -- Security Information -- DSA-4276-1 php-horde-image DEBIAN www.debian.org
oss-security - CVE request: code execution in Horde_Image 2.0.0 to 2.5.1  MISC www.openwall.com  Mailing List, Third Party Advis
‘[announce] [SECURITY] RCE vulnerability in Horde_Image' - MARC MISC marc.info Mailing List, Third Party Advis
Fix RCE in _raw() via $index parameter. - horde/horde@eb3afd1 - GitHub ~ MISC github.com Exploit, Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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