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Summary

CVE CVE-2017-14651

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-21 18:29:00 UTC

Updated 2020-11-09 17:54:00 UTC

Description WSO2 Data Analytics Server 3.1.0 has XSS in carbon/resources/add_collection_ajaxprocessor.jsp via the collectionName or parentPath parameter.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wso2 Api Manager 2.1.0 All All All

Application Wso2 Api Manager 2.1.0 All All All

Application Wso2 Application Server 5.3.0 All All All

Application Wso2 Application Server 5.3.0 All All All

Application Wso2 App Manager 1.2.0 All All All

Application Wso2 App Manager 1.2.0 All All All

Application Wso2 Business Process Server 3.6.0 All All All

Application Wso2 Business Process Server 3.6.0 All All All

Application Wso2 Business Rules Server 2.2.0 All All All

Application Wso2 Business Rules Server 2.2.0 All All All

Application Wso2 Complex Event Processor 4.2.0 All All All

Application Wso2 Complex Event Processor 4.2.0 All All All

Application Wso2 Dashboard Server 2.0.0 All All All

Application Wso2 Dashboard Server 2.0.0 All All All

Application Wso2 Data Analytics Server 3.1.0 All All All

Application Wso2 Data Analytics Server 3.1.0 All All All

Application Wso2 Data Services Server 3.5.1 All All All
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Application Wso2 Data Services Server 3.5.1 All All All

Application Wso2 Data Services Server 3.5.1 All All All

Application Wso2 Enterprise Integrator 6.1.1 All All All

Application Wso2 Enterprise Integrator 6.1.1 All All All

Application Wso2 Enterprise Mobility Manager 2.2.0 All All All

Application Wso2 Enterprise Mobility Manager 2.2.0 All All All

Application Wso2 Governance Registry 5.4.0 All All All

Application Wso2 Governance Registry 5.4.0 All All All

Application Wso2 Identity Server 5.3.0 All All All

Application Wso2 Identity Server 5.3.0 All All All

Application Wso2 Iot Server 3.0.0 All All All

Application Wso2 Iot Server 3.0.0 All All All

Application Wso2 Machine Learner 1.2.0 All All All

Application Wso2 Machine Learner 1.2.0 All All All

Application Wso2 Message Broker 3.2.0 All All All

Application Wso2 Message Broker 3.2.0 All All All

Application Wso2 Storage Server 1.5.0 All All All

Application Wso2 Storage Server 1.5.0 All All All

References

Reference Source

Security Advisory WSO2-2017-0265 - WSO2 Platform Security - WSO2 Documentation MISC

CVE-2017-14651 - Multiple Cross-Site Scripting (XSS) in WSO2 Data Analytics Server MISC

Multiple Cross Site Scripting (XSS) in WSO2 Data Analytics Server Version 3.1.0 · Issue #15 · cybersecurityworks/Disclosed · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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