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Summary

CVE CVE-2017-14694

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-22 19:29:00 UTC

Updated 2018-01-05 02:31:00 UTC

Description Foxit Reader 8.3.2.25013 and earlier and Foxit PhantomPDF 8.3.2.25013 and earlier, when running in single instance mode, allows attackers to execute arbitrary code or cause a denial of service via a crafted .pdf file, related to "Data from Faulting Address controls Code Flow starting at tiptsf!CPenInputPanel::FinalRelease+0x000000000000002f.".

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Foxitsoftware Foxit Reader 8.3.2.25013 All All All

Application Foxitsoftware Foxit Reader 8.3.2.25013 All All All

References

Reference Source

Security Bulletins | Foxit Software CONFIRM

Foxit Reader Multiple Bugs Let Remote Users Execute Arbitrary Code and Obtain Potentially Sensitive Information - SecurityTracker SECTRACK

Malformed Request BID

Page not found · GitHub · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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