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The init script in the Gentoo app-admin/logstash-bin package before 5.5.3 and 5.6.x before 5.6.1 has "chown -R" calls for u:
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Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Elasticsearch Logstash 5.0.0 All All All
Elasticsearch Logstash 5.0.1 All All All
Elasticsearch Logstash 5.0.2 All All All
Elasticsearch Logstash 5.1.1 All All All
Elasticsearch Logstash 51.2 All All All
Elasticsearch Logstash 5.2.0 All All All
Elasticsearch Logstash 5.2.1 All All All
Elasticsearch Logstash 5.3.0 All All All
Elasticsearch Logstash 5.3.1 All All All
Elasticsearch Logstash 5.3.2 All All All
Elasticsearch Logstash 5.4.1 All All All
Elasticsearch Logstash 5.4.2 All All All
Elasticsearch Logstash 543 All All All
Elasticsearch Logstash 5.5.0 All All All
Elasticsearch Logstash 5.5.1 All All All
Elasticsearch Logstash 55.2 All All All
Elasticsearch Logstash 5.6.0 All All All
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CVE Program record

NVD vulnerability detail

gl

repo/gentoo.git - Official Gentoo ebuild repository

repo/gentoo.git - Official Gentoo ebuild repository

628558 — (CVE-2017-14730) app-admin/logstash-bin: root privilege escalation via init script

app-admin/logstash-bin: bump to 5.5.3/5.6.1, drop old by hydrapolic - Pull Request #5665 - gentoo/gentoo - GitHub

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Source

CONFIRM

CONFIRM

CONFIRM

CONFIRM

CVE.ORG

NVD

Link

gitweb.gen
gitweb.gen
bugs.gentc
github.com

WwWWw.Ccve.o

nvd.nist.go

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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