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CVE Program / NVD first with legacy fallback
2017-09-25 21:29:00 UTC

2021-07-20 23:15:00 UTC

OWASP AntiSamy before 1.5.7 allows XSS via HTML5 entities, as demonstrated by use of &colon; to construct a javascrip

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version
Antisamy Project Antisamy All
Antisamy Project Antisamy All

Update Edition Language
All All All
All All All

References

Reference

1

Source

OWASP AntiSamy CVE-2017-14735 Cross Site Scripting Vulnerability BID

Oracle Critical Patch Update Advisory - July 2021 N/A
Oracle Critical Patch Update - January 2019 CONFIRM
Oracle Critical Patch Update - July 2019 MISC
Support HTMLS5 - Issue #10 - nahsra/antisamy - GitHub CONFIRM
CPU Oct 2018 CONFIRM
Oracle Critical Patch Update Advisory - January 2020 MISC
Oracle Critical Patch Update Advisory - April 2020 N/A
Oracle Critical Patch Update Advisory - April 2021 MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

Link Tags
www.securityfocus.com
www.oracle.com

www.oracle.com

www.oracle.com

github.com Issue Tracking, Third Party A«
www.oracle.com

www.oracle.com

www.oracle.com

www.oracle.com

WWW.CVe.org canonical

nvd.nist.gov canonical, analysis

|



https://cve.report/
https://cve.report/CVE-2017-14735/mitre
https://cve.report/CVE-2017-14735/nist
https://cve.report/CVE-2017-14735/cve_org
https://cve.report/CVE-2017-14735.pdf
http://cve.report/vendor/antisamy_project
http://cve.report/software/antisamy_project/antisamy
http://cve.report/vendor/antisamy_project
http://cve.report/software/antisamy_project/antisamy
http://www.securityfocus.com/bid/105656
https://www.oracle.com//security-alerts/cpujul2021.html
https://www.oracle.com/technetwork/security-advisory/cpujan2019-5072801.html
https://www.oracle.com/technetwork/security-advisory/cpujul2019-5072835.html
https://github.com/nahsra/antisamy/issues/10
http://www.oracle.com/technetwork/security-advisory/cpuoct2018-4428296.html
https://www.oracle.com/security-alerts/cpujan2020.html
https://www.oracle.com/security-alerts/cpuapr2020.html
https://www.oracle.com/security-alerts/cpuApr2021.html
https://www.cve.org/CVERecord?id=CVE-2017-14735
https://nvd.nist.gov/vuln/detail/CVE-2017-14735

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982264 Java (maven) Security Update for org.owasp.antisamy:antisamy (GHSA-q44v-xc3g-v7jq)
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