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Summary

CVE CVE-2017-14746

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-27 22:29:00 UTC

Updated 2022-08-16 13:01:00 UTC

Description Use-after-free vulnerability in Samba 4.x before 4.7.3 allows remote attackers to execute arbitrary code via a crafted SMB1 request.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All
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Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Samba Samba All All All All

Application Samba Samba All All All All

References

Reference Source

Red Hat Customer Portal REDHAT

Document Display | HPE Support Center CONFIRM

Red Hat Customer Portal REDHAT

Samba CVE-2017-14746 Arbitrary Code Execution Vulnerability BID

Samba SMB1 Use-After-Free Memory Error Lets Remote Users Execute Arbitrary Code on the Target System - SecurityTracker SECTRACK

Red Hat Customer Portal REDHAT

USN-3486-1: Samba vulnerabilities | Ubuntu UBUNTU

Synology Inc. CONFIRM

Debian -- Security Information -- DSA-4043-1 samba DEBIAN

Samba - Security Announcement Archive CONFIRM

Samba: Multiple vulnerabilities (GLSA 201805-07) — Gentoo Security GENTOO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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500633 Alpine Linux Security Update for samba

504397 Alpine Linux Security Update for samba
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