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Summary

CVE CVE-2017-14759

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-03 01:29:00 UTC

Updated 2017-10-11 18:21:00 UTC

Description OpenText Document Sciences xPression (formerly EMC Document Sciences xPression) v4.5SP1 Patch 13 (older versions might be affected as well) is prone to an XML External Entity vulnerability: /xFramework/services/QuickDoc.QuickDocHttpSoap11Endpoint/. An unauthenticated user is able to read directory listings or system files, or cause SSRF or Denial of Service.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opentext Document Sciences Xpression All sp1_p13 All All

References

Reference Source Link

Full Disclosure: OpenText Document Sciences xPression (formerly EMC Document Sciences xPression) - XML External Entity MISC seclists.org

OpenText Connect MISC knowledge.opentext.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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