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IBM Security Access Manager Appliance 9.0.0 allows web pages to be stored locally which can be read by another user on
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Ibm Security Access Manager 9.0 All All All
Ibm Security Access Manager 9.0 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.0 All All All
Ibom Security Access Manager 9.0 Firmware 9.0.0.1 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.1.0 All All All
Ibom Security Access Manager 9.0 Firmware 9.0.2.0 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.2.1 All All All
Iom Security Access Manager 9.0 Firmware 9.0.3 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.3.1 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.0 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.0.1 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.1.0 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.2.0 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.2.1 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.3 All All All
Ibm Security Access Manager 9.0 Firmware 9.0.3.1 All All All
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IBM Security Access Manager CVE-2017-1478 Local Information Disclosure Vulnerability

IBM X-Force Exchange

Security Bulletin: IBM Security Access Manager Appliance is affected by a vulnerability (CVE-2017-1478)

IBM Security Access Manager Appliance Flaw Lets Local Users Obtain Potentially Sensitive Locally Stored Web Pagers on the Target Systerr
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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