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Summary

CVE CVE-2017-14804

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-01 20:29:00 UTC

Updated 2023-11-07 02:39:00 UTC

Description The build package before 20171128 did not check directory names during extraction of build results that allowed untrusted builds to write outside of the target system,allowing escape out of buildroots.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Leap 42.2 All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Opensuse Leap 42.2 All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp4 All All

Operating System Suse Linux Enterprise Software Development Kit 12 sp2 All All

Operating System Suse Linux Enterprise Software Development Kit 12 sp3 All All

Operating System Suse Linux Enterprise Software Development Kit 11 sp4 All All

Operating System Suse Linux Enterprise Software Development Kit 12 sp2 All All

Operating System Suse Linux Enterprise Software Development Kit 12 sp3 All All

References

Reference Source Link Tags

[security-announce] SUSE-SU-2018:0065-1: important: Fixing security issu SUSE lists.opensuse.org Vendor Advisory

[security-announce] openSUSE-SU-2017:3259-1: important: Security update SUSE lists.opensuse.org Vendor Advisory

[security-announce] SUSE-SU-2017:3253-1: important: Fixing security issu lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical
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Vendor Comments And Credit

Discovery Credit

LEGACY: Marcus Hüwe

There are currently no legacy QID mappings associated with this CVE.
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