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CVE CVE-2017-14923
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-30 01:29:00 UTC
Updated 2017-10-05 16:49:00 UTC
Description Stored XSS vulnerability via IMG element at "Leadname" of CRM in Tine 2.0 Community Edition before 2017.08.4 allows ai

/ |

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Tine20 Tine 2.0 All All

Edition

All

1|

Language

All

References

Reference Source
Releases - tine20/Tine-2.0-Open-Source-Groupware-and-CRM - GitHub MISC
node exists exception broken - tine20/tine20@24e39e1 - GitHub MISC
node delte might fail - tine20/tine20@146c5aa - GitHub MISC
name might not be displayed correctly - tine20/tine20@bc8abfb - GitHub MISC

oss-security - Stored XSS vulnerability in Tine 2.0 Community Edition <= 2017.08.3 MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

Link
github.com
github.com
github.com
github.com
openwall.com
www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Tags

Issue Tracking, Patch, Rel
Issue Tracking, Patch, Thi
Issue Tracking, Patch, Thi
Issue Tracking, Patch, Thi
Mailing List, Patch, Third F
canonical

canonical, analysis



https://cve.report/
https://cve.report/CVE-2017-14923/mitre
https://cve.report/CVE-2017-14923/nist
https://cve.report/CVE-2017-14923/cve_org
https://cve.report/CVE-2017-14923.pdf
http://cve.report/vendor/tine20
http://cve.report/software/tine20/tine_2.0
https://github.com/tine20/Tine-2.0-Open-Source-Groupware-and-CRM/releases
https://github.com/tine20/Tine-2.0-Open-Source-Groupware-and-CRM/commit/24e39e1e930097b8793a03b8864d3c484ede546b
https://github.com/tine20/Tine-2.0-Open-Source-Groupware-and-CRM/commit/146c5aaafd826c1c8990333c393bff6f64c90786
https://github.com/tine20/Tine-2.0-Open-Source-Groupware-and-CRM/commit/bc8a6fbd3128cf5ef27d808f6c6ba869fdc2262b
http://openwall.com/lists/oss-security/2017/09/28/11
https://www.cve.org/CVERecord?id=CVE-2017-14923
https://nvd.nist.gov/vuln/detail/CVE-2017-14923
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