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Summary

CVE CVE-2017-14941

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-02 01:29:00 UTC

Updated 2017-10-06 16:54:00 UTC

Description Jaspersoft JasperReports 4.7 suffers from a saved credential disclosure vulnerability, which allows a remote authenticated user to retrieve stored Data Source passwords by accessing flow.html and reading the HTML source code of the page reached in an Edit action for a Data Source connector.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jaspersoft Jasperreports 4.7.0 All All All

Application Jaspersoft Jasperreports 4.7.0 All All All

References

Reference Source

VulnerabilityDisclosure/JasperSoft JasperReports - 4.7 - CVE-2017-14941 at master · binary1985/VulnerabilityDisclosure · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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