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Summary

CVE CVE-2017-14948

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-14 18:15:00 UTC

Updated 2021-04-23 17:25:00 UTC

Description Certain D-Link products are affected by: Buffer Overflow. This affects DIR-880L 1.08B04 and DIR-895 L/R 1.13b03. The impact is: execute arbitrary code (remote). The component is: htdocs/fileaccess.cgi. The attack vector is: A crafted HTTP request handled by fileacces.cgi could allow an attacker to mount a ROP attack: if the HTTP header field CONTENT_TYPE starts with ''boundary=' followed by more than 256 characters, a buffer overflow would be triggered, potentially causing code execution.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dlink Dir-868l - All All All

Hardware Dlink Dir-868l - All All All

Operating System Dlink Dir-868l Firmware - All All All

Operating System Dlink Dir-868l Firmware - All All All

Hardware Dlink Dir-880l - All All All

Hardware Dlink Dir-880l - All All All

Operating System Dlink Dir-880l Firmware 1.08b04 All All All

Operating System Dlink Dir-880l Firmware 1.08b04 All All All

Hardware Dlink Dir-885l - All All All

Hardware Dlink Dir-885l - All All All

Operating System Dlink Dir-885l Firmware - All All All

Operating System Dlink Dir-885l Firmware - All All All

Hardware Dlink Dir-890l - All All All

Hardware Dlink Dir-890l - All All All

Operating System Dlink Dir-890l Firmware - All All All

Operating System Dlink Dir-890l Firmware - All All All

Hardware Dlink Dir-895l - All All All
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Hardware Dlink Dir-895l - All All All

Hardware Dlink Dir-895l - All All All

Operating System Dlink Dir-895l Firmware 1.13b03 All All All

Operating System Dlink Dir-895l Firmware 1.13b03 All All All

Hardware Dlink Dir-895r - All All All

Hardware Dlink Dir-895r - All All All

Operating System Dlink Dir-895r Firmware 1.13b03 All All All

Operating System Dlink Dir-895r Firmware 1.13b03 All All All

References

Reference Source Link Tags

d_link_880_bug/README.md at master · badnack/d_link_880_bug · GitHub MISC github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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