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Summary

CVE CVE-2017-14953

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-01 17:29:00 UTC

Updated 2023-11-07 02:39:00 UTC

Description ** DISPUTED ** HikVision Wi-Fi IP cameras, when used in a wired configuration, allow physically proximate attackers to trigger association with an arbitrary access point by leveraging a default SSID with no WiFi encryption or authentication. NOTE: Vendor states that this is not a vulnerability, but more an increase to the attack surface of the product.

Risk And Classification

Problem Types: CWE-311

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hikvision Ds-2cd2432f-iw - All All All

Hardware Hikvision Ds-2cd2432f-iw - All All All

Operating System Hikvision Ds-2cd2432f-iw Firmware All All All All

Operating System Hikvision Ds-2cd2432f-iw Firmware All All All All

References

Reference Source

HikVision Wi-Fi IP Camera Wireless Access Point State ≈ Packet Storm MISC

Full Disclosure: CVE-2017-14953 - Hikvision Wi-Fi IP Cameras associate to a default unencrypted rogue SSIDs in a wired configuration FULLDISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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