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Summary

CVE CVE-2017-14955

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-02 01:29:00 UTC

Updated 2019-10-17 13:21:00 UTC

Description Check_MK before 1.2.8p26 mishandles certain errors within the failed-login save feature because of a race condition, which allows remote attackers to obtain sensitive user information by reading a GUI crash report.

Risk And Classification

Problem Types: CWE-200 | CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tribe29 Checkmk 1.2.3 i6 All All

Application Tribe29 Checkmk 1.2.3 i7 All All

Application Tribe29 Checkmk 1.2.4 b1 All All

Application Tribe29 Checkmk 1.2.5 i1 All All

Application Tribe29 Checkmk 1.2.5 i2 All All

Application Tribe29 Checkmk 1.2.5 i3 All All

Application Tribe29 Checkmk 1.2.5 i4 All All

Application Tribe29 Checkmk 1.2.5 i5 All All

Application Tribe29 Checkmk 1.2.5 i6 All All

Application Tribe29 Checkmk 1.2.6 b1 All All

Application Tribe29 Checkmk 1.2.6 b2 All All

Application Tribe29 Checkmk 1.2.6 p13 All All

Application Tribe29 Checkmk 1.2.7 i1 All All

Application Tribe29 Checkmk 1.2.7 i1p2 All All

Application Tribe29 Checkmk 1.2.7 i2 All All

Application Tribe29 Checkmk 1.2.7 i3 All All

Application Tribe29 Checkmk 1.2.7 i4 All All
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Application Tribe29 Checkmk 1.2.7 i4 All All

Application Tribe29 Checkmk 1.2.8 p18 All All

Application Tribe29 Checkmk 1.2.8 p25 All All

Application Tribe29 Checkmk 1.2.3 i6 All All

Application Tribe29 Checkmk 1.2.3 i7 All All

Application Tribe29 Checkmk 1.2.4 b1 All All

Application Tribe29 Checkmk 1.2.5 i1 All All

Application Tribe29 Checkmk 1.2.5 i2 All All

Application Tribe29 Checkmk 1.2.5 i3 All All

Application Tribe29 Checkmk 1.2.5 i4 All All

Application Tribe29 Checkmk 1.2.5 i5 All All

Application Tribe29 Checkmk 1.2.5 i6 All All

Application Tribe29 Checkmk 1.2.6 b1 All All

Application Tribe29 Checkmk 1.2.6 b2 All All

Application Tribe29 Checkmk 1.2.6 p13 All All

Application Tribe29 Checkmk 1.2.7 i1 All All

Application Tribe29 Checkmk 1.2.7 i1p2 All All

Application Tribe29 Checkmk 1.2.7 i2 All All

Application Tribe29 Checkmk 1.2.7 i3 All All

Application Tribe29 Checkmk 1.2.7 i4 All All

Application Tribe29 Checkmk 1.2.8 p18 All All

Application Tribe29 Checkmk 1.2.8 p25 All All

References

Reference Source Link Tags

Werk #5208 CONFIRM mathias-kettner.de Third Party Advisory

Check_MK 1.2.8p25 - Information Disclosure - Python webapps Exploit EXPLOIT-DB www.exploit-db.com Third Party Advisory, VDB Entry

Check_MK - Werks CONFIRM mathias-kettner.com Release Notes, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198866 Ubuntu Security Notification for Checkmk Vulnerabilities (USN-5527-1)
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