
CVE-2017-14956
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2017-14956

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-18 18:29:00 UTC

Updated 2019-05-13 17:16:00 UTC

Description AlienVault USM v5.4.2 and earlier offers authenticated users the functionality of exporting generated reports via the "/ossim/report/wizard_email.php" script. Besides offering an export via a local download, the script also offers the possibility to send out any report via email to a given address (either in PDF or XLS format). Since there is no anti-CSRF token protecting this functionality, it is vulnerable to Cross-Site Request Forgery attacks.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alienvault Unified Security Management All All All All

References

Reference

SecurityFocus

CVE-2017-14956: AlienVault USM Leaks Sensitive Compliance Information via CSRF – RCE Security

AlienVault USM CVE-2017-14956 Cross Site Request Forgery Vulnerability

AlienVault Unified Security Management (USM) 5.4.2 - Cross-Site Request Forgery - PHP webapps Exploit

Full Disclosure: [RCESEC-2017-002][CVE-2017-14956] AlienVault USM v5.4.2 "/ossim/report/wizard_email.php" Cross-Site Request Forgery leading to Sensitive Information Disclosure

AlienVault USM 5.4.2 Cross Site Request Forgery ≈ Packet Storm

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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