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Summary

CVE CVE-2017-15041

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-05 21:29:00 UTC

Updated 2021-03-19 20:11:00 UTC

Description Go before 1.8.4 and 1.9.x before 1.9.1 allows "go get" remote command execution. Using custom domains, it is possible to arrange things so that example.com/pkg1 points to a Subversion repository but example.com/pkg1/pkg2 points to a Git repository. If the Subversion repository includes a Git checkout in its pkg2 directory and some other work is done to ensure the proper ordering of operations, "go get" can be tricked into reusing this Git checkout for the fetch of code from pkg2. If the Subversion repository's Git checkout has malicious commands in .git/hooks/, they will execute on the system running "go get."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Application Golang Go 1.9 All All All

Application Golang Go 1.9 - All All

Application Golang Go 1.9 All All All

Application Golang Go All All All All

Application Redhat Developer Tools 1.0 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Tus 7.6 All All All

Operating System Redhat Enterprise Linux Tus 7.7 All All All
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[SECURITY] [DLA 2592-1] golang-1.8 security update MLIST lists.debian.org

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

Google Groups CONFIRM groups.google.com

Go: Multiple vulnerabilities (GLSA 201710-23) — Gentoo Security GENTOO security.gentoo.org

Golang Go CVE-2017-15041 Remote Code Execution Vulnerability BID www.securityfocus.com

golang.org/cl/68022 CONFIRM golang.org

golang.org/cl/68190 CONFIRM golang.org

cmd/go: arbitrary code execution during “go get” or “go get -d” [Go 1.8] · Issue #22125 · golang/go · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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