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CVE CVE-2017-15088
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-23 17:29:00 UTC
Updated 2021-01-26 15:28:00 UTC
Description plugins/preauth/pkinit/pkinit_crypto_openssl.c in MIT Kerberos 5 (aka krb5) through 1.15.2 mishandles Distinguished Name

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mit Kerberos 5 All All All All
Reference Source Link ’

#871698 - krb5: CVE-2017-15088: Buffer overflow in get_matching_data() - Debian Bug report logs CONFIRM  bugs.debian.org \
MIT krb5 CVE-2017-15088 Remote Buffer Overflow Vulnerability BID www.securityfocus.com

Fix PKINIT cert matching data construction by greghudson - Pull Request #707 - krb5/krb5 - GitHub  CONFIRM  github.com |

Fix PKINIT cert matching data construction - krb5/krb5@fbb687d - GitHub CONFIRM  github.com \
1504045 — (CVE-2017-15088) CVE-2017-15088 krb5: Buffer overflow in get_matching_data() CONFIRM  bugzilla.redhat.com \
CVE Program record CVE.ORG www.cve.org (
NVD vulnerability detail NVD nvd.nist.gov (

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500273 Alpine Linux Security Update for krb5

504038 Alpine Linux Security Update for krb5
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https://github.com/krb5/krb5/pull/707
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https://bugzilla.redhat.com/show_bug.cgi?id=1504045
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