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Summary

CVE CVE-2017-15099

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-22 18:29:00 UTC

Updated 2018-08-28 10:29:00 UTC

Description INSERT ... ON CONFLICT DO UPDATE commands in PostgreSQL 10.x before 10.1, 9.6.x before 9.6.6, and 9.5.x before 9.5.10 disclose table contents that the invoker lacks privilege to read. These exploits affect only tables where the attacker lacks full read access but has both INSERT and UPDATE privileges. Exploits bypass row level security policies and lack of SELECT privilege.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Postgresql Postgresql 10.0 All All All

Application Postgresql Postgresql 9.5 All All All

Application Postgresql Postgresql 9.5.1 All All All

Application Postgresql Postgresql 9.5.2 All All All

Application Postgresql Postgresql 9.5.3 All All All

Application Postgresql Postgresql 9.5.4 All All All

Application Postgresql Postgresql 9.5.5 All All All

Application Postgresql Postgresql 9.5.6 All All All

Application Postgresql Postgresql 9.5.7 All All All

Application Postgresql Postgresql 9.5.8 All All All

Application Postgresql Postgresql 9.5.9 All All All

Application Postgresql Postgresql 9.6 All All All

Application Postgresql Postgresql 9.6.1 All All All

Application Postgresql Postgresql 9.6.2 All All All

Application Postgresql Postgresql 9.6.3 All All All
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Application Postgresql Postgresql 9.6.3 All All All

Application Postgresql Postgresql 9.6.4 All All All

Application Postgresql Postgresql 9.6.5 All All All

Application Postgresql Postgresql 10.0 All All All

Application Postgresql Postgresql 9.5 All All All

Application Postgresql Postgresql 9.5.1 All All All

Application Postgresql Postgresql 9.5.2 All All All

Application Postgresql Postgresql 9.5.3 All All All

Application Postgresql Postgresql 9.5.4 All All All

Application Postgresql Postgresql 9.5.5 All All All

Application Postgresql Postgresql 9.5.6 All All All

Application Postgresql Postgresql 9.5.7 All All All

Application Postgresql Postgresql 9.5.8 All All All

Application Postgresql Postgresql 9.5.9 All All All

Application Postgresql Postgresql 9.6 All All All

Application Postgresql Postgresql 9.6.1 All All All

Application Postgresql Postgresql 9.6.2 All All All

Application Postgresql Postgresql 9.6.3 All All All

Application Postgresql Postgresql 9.6.4 All All All

Application Postgresql Postgresql 9.6.5 All All All
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PostgreSQL Bugs Let Remote Authenticated Users Bypass Access Controls and Obtain Potentially Sensitive Information and Let Local Users Modify Files on the Target System - SecurityTracker

Red Hat Customer Portal

Debian -- Security Information -- DSA-4028-1 postgresql-9.6

PostgreSQL: PostgreSQL 10.1, 9.6.6, 9.5.10, 9.4.15, 9.3.20, and 9.2.24 released!

Red Hat Customer Portal

PostgreSQL Multipe Memory Corruption and Security Bypass Vulnerabilities

PostgreSQL: Security Information

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

500529 Alpine Linux Security Update for postgresql

501997 Alpine Linux Security Update for postgresql14

502763 Alpine Linux Security Update for postgresql15

504296 Alpine Linux Security Update for postgresql14

http://cve.report/qid/500529
http://cve.report/qid/501997
http://cve.report/qid/502763
http://cve.report/qid/504296
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2017-15099
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


