
CVE-2017-15107
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2017-15107

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-23 16:29:00 UTC

Updated 2019-10-09 23:24:00 UTC

Description A vulnerability was found in the implementation of DNSSEC in Dnsmasq up to and including 2.78. Wildcard synthesized NSEC records could be improperly interpreted to prove the non-existence of hostnames that actually exist.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Thekelleys Dnsmasq All All All All

References

Reference Source Link Tags

[security-announce] openSUSE-SU-2019:2669-1: moderate: Security update f SUSE lists.opensuse.org

[Dnsmasq-discuss] DNSSEC security fix. MLIST lists.thekelleys.org.uk Vendor Advisory

Dnsmasq CVE-2017-15107 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198340 Ubuntu Security Notification for Dnsmasq vulnerabilities (USN-4924-1)

296092 Oracle Solaris 11.4 Support Repository Update (SRU) 7.1.4 Missing (CPUJAN2019)

500148 Alpine Linux Security Update for dnsmasq
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503798 Alpine Linux Security Update for dnsmasq

670301 EulerOS Security Update for dnsmasq (EulerOS-SA-2021-1775)
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