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Summary

CVE CVE-2017-15126

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-14 06:29:00 UTC

Updated 2024-02-05 19:52:00 UTC

Description A use-after-free flaw was found in fs/userfaultfd.c in the Linux kernel before 4.13.6. The issue is related to the handling of fork failure when dealing with event messages. Failure to fork correctly can lead to a situation where a fork event will be removed from an already freed list of events with userfaultfd_ctx_put().

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel 4.13.6 All All All

Operating System Linux Linux Kernel 4.13.6 All All All

References

Reference Source

1523481 – (CVE-2017-15126) CVE-2017-15126 kernel: Use-after-free in userfaultfd_event_wait_completion function in userfaultfd.c MISC

kernel/git/torvalds/linux.git - Linux kernel source tree MISC

Linux Kernel 'fs/userfaultfd.c' Local Use After Free Memory Corruption Vulnerability BID

userfaultfd: non-cooperative: fix fork use after free · torvalds/linux@384632e · GitHub MISC

CVE-2017-15126 - Red Hat Customer Portal MISC

Red Hat Customer Portal REDHAT

www.kernel.org/pub/linux/kernel/v4.x/ChangeLog-4.13.6 MISC

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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