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CVE CVE-2017-15138
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-13 17:29:00 UTC
Updated 2019-10-09 23:24:00 UTC
Description The OpenShift Enterprise cluster-read can access webhook tokens which would allow an attacker with sufficient privileges 1

/ |

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Openshift Container Platform 3.9 All All All
Application Redhat Openshift Container Platform 3.9 All All All
Reference

1566212 — (CVE-2017-15138) CVE-2017-15138 atomic-openshift: cluster-reader can escalate to creating builds via webhooks in any project
Red Hat Customer Portal
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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