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Summary

CVE CVE-2017-15211

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-11 01:32:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description In Kanboard before 1.0.47, by altering form data, an authenticated user can add an external link to a private project of another user.

Risk And Classification

Problem Types: CWE-639

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kanboard Kanboard 1.0.0 All All All

Application Kanboard Kanboard 1.0.1 All All All

Application Kanboard Kanboard 1.0.10 All All All

Application Kanboard Kanboard 1.0.11 All All All

Application Kanboard Kanboard 1.0.12 All All All

Application Kanboard Kanboard 1.0.13 All All All

Application Kanboard Kanboard 1.0.14 All All All

Application Kanboard Kanboard 1.0.15 All All All

Application Kanboard Kanboard 1.0.16 All All All

Application Kanboard Kanboard 1.0.17 All All All

Application Kanboard Kanboard 1.0.18 All All All

Application Kanboard Kanboard 1.0.19 All All All

Application Kanboard Kanboard 1.0.2 All All All

Application Kanboard Kanboard 1.0.20 All All All

Application Kanboard Kanboard 1.0.21 All All All

Application Kanboard Kanboard 1.0.22 All All All

Application Kanboard Kanboard 1.0.23 All All All
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Application Kanboard Kanboard 1.0.23 All All All

Application Kanboard Kanboard 1.0.24 All All All

Application Kanboard Kanboard 1.0.25 All All All

Application Kanboard Kanboard 1.0.26 All All All

Application Kanboard Kanboard 1.0.27 All All All

Application Kanboard Kanboard 1.0.28 All All All

Application Kanboard Kanboard 1.0.29 All All All

Application Kanboard Kanboard 1.0.3 All All All

Application Kanboard Kanboard 1.0.30 All All All

Application Kanboard Kanboard 1.0.31 All All All

Application Kanboard Kanboard 1.0.31 beta0 All All

Application Kanboard Kanboard 1.0.31 beta1 All All

Application Kanboard Kanboard 1.0.32 All All All

Application Kanboard Kanboard 1.0.32 beta0 All All

Application Kanboard Kanboard 1.0.32 beta1 All All

Application Kanboard Kanboard 1.0.33 All All All

Application Kanboard Kanboard 1.0.34 All All All

Application Kanboard Kanboard 1.0.35 All All All

Application Kanboard Kanboard 1.0.36 All All All

Application Kanboard Kanboard 1.0.37 All All All

Application Kanboard Kanboard 1.0.38 All All All

Application Kanboard Kanboard 1.0.39 All All All

Application Kanboard Kanboard 1.0.4 All All All

Application Kanboard Kanboard 1.0.40 All All All

Application Kanboard Kanboard 1.0.41 All All All

Application Kanboard Kanboard 1.0.42 All All All

Application Kanboard Kanboard 1.0.43 All All All

Application Kanboard Kanboard 1.0.44 All All All

Application Kanboard Kanboard 1.0.45 All All All

Application Kanboard Kanboard 1.0.46 All All All

Application Kanboard Kanboard 1.0.5 All All All

Application Kanboard Kanboard 1.0.6 All All All

Application Kanboard Kanboard 1.0.7 All All All

Application Kanboard Kanboard 1.0.8 All All All

Application Kanboard Kanboard 1.0.9 All All All

Application Kanboard Kanboard 1.0.0 All All All
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Application Kanboard Kanboard 1.0.1 All All All

Application Kanboard Kanboard 1.0.10 All All All

Application Kanboard Kanboard 1.0.11 All All All

Application Kanboard Kanboard 1.0.12 All All All

Application Kanboard Kanboard 1.0.13 All All All

Application Kanboard Kanboard 1.0.14 All All All

Application Kanboard Kanboard 1.0.15 All All All

Application Kanboard Kanboard 1.0.16 All All All

Application Kanboard Kanboard 1.0.17 All All All

Application Kanboard Kanboard 1.0.18 All All All

Application Kanboard Kanboard 1.0.19 All All All

Application Kanboard Kanboard 1.0.2 All All All

Application Kanboard Kanboard 1.0.20 All All All

Application Kanboard Kanboard 1.0.21 All All All

Application Kanboard Kanboard 1.0.22 All All All

Application Kanboard Kanboard 1.0.23 All All All

Application Kanboard Kanboard 1.0.24 All All All

Application Kanboard Kanboard 1.0.25 All All All

Application Kanboard Kanboard 1.0.26 All All All

Application Kanboard Kanboard 1.0.27 All All All

Application Kanboard Kanboard 1.0.28 All All All

Application Kanboard Kanboard 1.0.29 All All All

Application Kanboard Kanboard 1.0.3 All All All

Application Kanboard Kanboard 1.0.30 All All All

Application Kanboard Kanboard 1.0.31 All All All

Application Kanboard Kanboard 1.0.31 beta0 All All

Application Kanboard Kanboard 1.0.31 beta1 All All

Application Kanboard Kanboard 1.0.32 All All All

Application Kanboard Kanboard 1.0.32 beta0 All All

Application Kanboard Kanboard 1.0.32 beta1 All All

Application Kanboard Kanboard 1.0.33 All All All

Application Kanboard Kanboard 1.0.34 All All All

Application Kanboard Kanboard 1.0.35 All All All

Application Kanboard Kanboard 1.0.36 All All All

Application Kanboard Kanboard 1.0.37 All All All

Application Kanboard Kanboard 1.0.38 All All All
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Application Kanboard Kanboard 1.0.38 All All All

Application Kanboard Kanboard 1.0.39 All All All

Application Kanboard Kanboard 1.0.4 All All All

Application Kanboard Kanboard 1.0.40 All All All

Application Kanboard Kanboard 1.0.41 All All All

Application Kanboard Kanboard 1.0.42 All All All

Application Kanboard Kanboard 1.0.43 All All All

Application Kanboard Kanboard 1.0.44 All All All

Application Kanboard Kanboard 1.0.45 All All All

Application Kanboard Kanboard 1.0.46 All All All

Application Kanboard Kanboard 1.0.5 All All All

Application Kanboard Kanboard 1.0.6 All All All

Application Kanboard Kanboard 1.0.7 All All All

Application Kanboard Kanboard 1.0.8 All All All

Application Kanboard Kanboard 1.0.9 All All All

References

Reference Source Link Tags

Releases · kanboard/kanboard · GitHub MISC kanboard.net Release Notes, Vendor Advisory

oss-security - Several Privilege Escalation issues in Kanboard <= 1.0.46 MISC openwall.com Mailing List, Third Party Advisory, VDB Entry

Avoid people to alter other projects by changing form data · kanboard/kanboard@074f6c1 · GitHub MISC github.com Patch, Third Party Advisory

Do not expose IDs in forms · kanboard/kanboard@3e0f14a · GitHub MISC github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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