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CVE CVE-2017-15268
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2017-10-12 15:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description Qemu through 2.10.0 allows remote attackers to cause a memory leak by triggering slow data-channel read operations, rel:

1|

Problem Types: CWE-772

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Qemu Qemu All All

All

Edition

All

Language

References

Reference

QEMU CVE-2017-15268 Denial of Service Vulnerability

Red Hat Customer Portal

Bug #1718964 “Memory leak when using websocket over a low speed ...” : Bugs : QEMU
USN-3575-1: QEMU vulnerabilities | Ubuntu security notices

[Qemu-devel] [PATCH v1 1/7] io: monitor encoutput buffer size from webso

Debian -- Security Information -- DSA-4213-1 gemu

Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

/

Source

BID

REDHAT

CONFIRM

UBUNTU

MLIST

DEBIAN

REDHAT

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2017-15268/mitre
https://cve.report/CVE-2017-15268/nist
https://cve.report/CVE-2017-15268/cve_org
https://cve.report/api/cve/CVE-2017-15268.json
https://cve.report/CVE-2017-15268.pdf
http://cve.report/vendor/qemu
http://cve.report/software/qemu/qemu
http://www.securityfocus.com/bid/101277
https://access.redhat.com/errata/RHSA-2018:1104
https://bugs.launchpad.net/qemu/+bug/1718964
https://usn.ubuntu.com/3575-1/
https://lists.gnu.org/archive/html/qemu-devel/2017-10/msg02278.html
https://www.debian.org/security/2018/dsa-4213
https://access.redhat.com/errata/RHSA-2018:0816
https://www.cve.org/CVERecord?id=CVE-2017-15268
https://nvd.nist.gov/vuln/detail/CVE-2017-15268
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