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Summary

CVE CVE-2017-15294

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-16 16:29:00 UTC

Updated 2019-04-17 14:33:00 UTC

Description The Java administration console in SAP CRM has XSS. This is SAP Security Note 2478964.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Customer Relationship Management 700 All All All

Application Sap Customer Relationship Management 701 All All All

Application Sap Customer Relationship Management 702 All All All

Application Sap Customer Relationship Management 730 All All All

Application Sap Customer Relationship Management 731 All All All

Application Sap Customer Relationship Management 732 All All All

Application Sap Customer Relationship Management 733 All All All

Application Sap Customer Relationship Management 754 All All All

Application Sap Customer Relationship Management 700 All All All

Application Sap Customer Relationship Management 701 All All All

Application Sap Customer Relationship Management 702 All All All

Application Sap Customer Relationship Management 730 All All All

Application Sap Customer Relationship Management 731 All All All

Application Sap Customer Relationship Management 732 All All All

Application Sap Customer Relationship Management 733 All All All

Application Sap Customer Relationship Management 754 All All All
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References

Reference Source Link Tags

SAP Security Patch Day – July 2017 | SAP Blogs MISC blogs.sap.com Issue Tracking, Vendor Advisory

[ERPSCAN-17-035] XSS in CRM (Administration Console, Java) MISC erpscan.io Third Party Advisory

SAP Customer Relationship Management (CRM) Cross Site Scripting Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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