=

CVE-2017-1536

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2017-15367
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-07 20:29:00 UTC
Updated 2018-10-09 15:07:00 UTC
Description Bacula-web before 8.0.0-rc2 is affected by multiple SQL Injection vulnerabilities that could allow an attacker to access the E

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bacula Bacula-web 8.0.0 rci All All
Application Bacula Bacula-web 8.0.0 rci All All
Application Bacula Bacula-web All All All All

References |
Reference Source Link
Bacula-Web 8.0.0-rc2 - Bacula-Web CONFIRM bacula-web.org

Ensure provided period is a valid integer and a known value - bacula-web/bacula-web@90d4c44 - GitHub  CONFIRM github.com

Bacula-Web < 8.0.0-rc2 - SQL Injection - PHP webapps Exploit EXPLOIT-DB  www.exploit-db.c:
0000211: SQL Injection in jobs.php - Mantis BT for Bacula-Web CONFIRM bugs.bacula-web
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995810 PHP (Composer) Security Update for bacula-web/bacula-web (GHSA-fv4m-5j2¢c-787r)
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