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CVE-2017-15369

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Mupdf from Artifex contain the following
vulnerability:

The build_filter_chain function in pdf/pdf-stream.c in Artifex MuPDF
before 2017-09-25 mishandles a certain case where a variable may
reside in a register, which allows remote attackers to cause a denial of
service (Fitz fz_drop_imp use-after-free and application crash) or
possibly have unspecified other impact via a crafted PDF document.

CVSS3 Score: 7.8 - HIGH
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CVSS2 Score: 6.8 - MEDIUM
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CVE References

Description Tags Link

git.ghostscript.com Git -
mupdf.git/commit

git.ghostscript.com

text/xml

 CONFIRM git.ghostscript.com/?
p=mupdf.git;h=c2663e51238ec8256da7fc61ad580db891d9fe9a

698592 – MuPDF - Use-after-free in Issue Tracking  CONFIRM bugs.ghostscript.com/show_bug.cgi?id=698592

CVE-2017-15369 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/
https://cve.report/CVE-2017-15369/mitre
https://cve.report/CVE-2017-15369/nist
https://cve.report/CVE-2017-15369/cve_org
https://cve.report/CVE-2017-15369.pdf
http://cve.report/software/artifex/mupdf
http://cve.report/vendor/artifex
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://git.ghostscript.com/?p=mupdf.git;h=c2663e51238ec8256da7fc61ad580db891d9fe9a
https://bugs.ghostscript.com/show_bug.cgi?id=698592


← Previous ID Next ID→

698592 – MuPDF - Use-after-free in
fz_drop_imp()

Issue Tracking

Third Party Advisory

bugs.ghostscript.com

text/html

 CONFIRM bugs.ghostscript.com/show_bug.cgi?id=698592

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Mupdf All All All All

No vendor comments have been submitted for this CVE
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