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Summary

CVE CVE-2017-15371

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-16 04:29:00 UTC

Updated 2021-06-24 15:16:00 UTC

Description There is a reachable assertion abort in the function sox_append_comment() in formats.c in Sound eXchange (SoX) 14.4.2. A Crafted input will lead to a denial of service attack during conversion of an audio file.

Risk And Classification

Problem Types: CWE-617

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Soundexchange Sound Exchange 14.4.2 All All All

Application Soundexchange Sound Exchange 14.4.2 All All All

Application Sound Exchange Project Sound Exchange 14.4.2 All All All

References

Reference Source

[SECURITY] [DLA 1197-1] sox security update MLIST

1500570 – It is a reachable assertion abort in function sox_append_comment(in formats.c:227) that will lead to denial of service attack MISC

SoX: Multiple vulnerabilities (GLSA 201810-02) — Gentoo security GENTOO

[SECURITY] [DLA 1705-1] sox security update MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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