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Summary

CVE CVE-2017-15518

State PUBLIC

Assigner security-alert@netapp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-23 23:29:00 UTC

Updated 2021-05-11 18:22:00 UTC

Description All versions of OnCommand API Services prior to 2.1 and NetApp Service Level Manager prior to 1.0RC4 log a privileged database user account password. All users are urged to move to a fixed version. Since the affected password is changed during every upgrade/installation no further action is required.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Oncommand Api All All All All

Application Netapp Oncommand Api Services All All All All

Application Netapp Oncommand Api Services All All All All

Application Netapp Service Level Manager 1.0 rc1 All All

Application Netapp Service Level Manager 1.0 rc2 All All

Application Netapp Service Level Manager 1.0 rc3 All All

Application Netapp Service Level Manager 1.0 rc1 All All

Application Netapp Service Level Manager 1.0 rc2 All All

Application Netapp Service Level Manager 1.0 rc3 All All

Application Netapp Service Level Manager All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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