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Summary

CVE CVE-2017-15527

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-20 19:29:00 UTC

Updated 2017-12-12 17:51:00 UTC

Description Prior to ITMS 8.1 RU4, the Symantec Management Console can be susceptible to a directory traversal exploit, which is a type of attack that can occur when there is insufficient security validation / sanitization of user-supplied input file names, such that characters representing "traverse to parent directory" are passed through to the file APIs.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Management Console All ru4 All All

Application Symantec Management Console All ru4 All All

References

Reference

Security Advisories Relating to Symantec Products - Symantec Management Console Directory Traversal - 2017-11-20T06:34:05 PST | Symantec

Symantec Management Console CVE-2017-15527 Directory Traversal Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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