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Summary

CVE CVE-2017-15550

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-05 17:29:00 UTC

Updated 2018-01-18 23:23:00 UTC

Description An issue was discovered in EMC Avamar Server 7.1.x, 7.2.x, 7.3.x, 7.4.x, 7.5.0; EMC NetWorker Virtual Edition (NVE) 9.0.x, 9.1.x, 9.2.x; and EMC Integrated Data Protection Appliance 2.0. A remote authenticated malicious user with low privileges could access arbitrary files on the server file system in the context of the running vulnerable application via Path traversal.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emc Avamar Server 7.1-145 sp1 All All

Application Emc Avamar Server 7.1-21 sp2 All All

Application Emc Avamar Server 7.1-302 All All All

Application Emc Avamar Server 7.1-370 All All All

Application Emc Avamar Server 7.2-309 All All All

Application Emc Avamar Server 7.2-32 sp1 All All

Application Emc Avamar Server 7.2-401 All All All

Application Emc Avamar Server 7.3-125 sp1 All All

Application Emc Avamar Server 7.3-211 All All All

Application Emc Avamar Server 7.3-226 All All All

Application Emc Avamar Server 7.3-233 All All All

Application Emc Avamar Server 7.4-242 All All All

Application Emc Avamar Server 7.4-58 sp1 All All

Application Emc Avamar Server 7.5-183 All All All

Application Emc Avamar Server 7.1-145 sp1 All All

Application Emc Avamar Server 7.1-21 sp2 All All

Application Emc Avamar Server 7.1-302 All All All
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Application Emc Avamar Server 7.1-302 All All All

Application Emc Avamar Server 7.1-370 All All All

Application Emc Avamar Server 7.2-309 All All All

Application Emc Avamar Server 7.2-32 sp1 All All

Application Emc Avamar Server 7.2-401 All All All

Application Emc Avamar Server 7.3-125 sp1 All All

Application Emc Avamar Server 7.3-211 All All All

Application Emc Avamar Server 7.3-226 All All All

Application Emc Avamar Server 7.3-233 All All All

Application Emc Avamar Server 7.4-242 All All All

Application Emc Avamar Server 7.4-58 sp1 All All

Application Emc Avamar Server 7.5-183 All All All

Application Emc Integrated Data Protection Appliance 2.0 All All All

Application Emc Integrated Data Protection Appliance 2.0 All All All

Application Emc Networker 9.0 All All All

Application Emc Networker 9.1 All All All

Application Emc Networker 9.2 All All All

Application Emc Networker 9.0 All All All

Application Emc Networker 9.1 All All All

Application Emc Networker 9.2 All All All

References

Reference

VMware vSphere Data Protection (VDP) Bugs Let Remote Users Gain Root Access and Remote Authenticated Users Upload and Download Files - SecurityTracker

VMware vSphere Data Protection CVE-2017-15550 Directory Traversal Vulnerability

Full Disclosure: ESA-2018-001: EMC Avamar Server, NetWorker Virtual Edition and Integrated Data Protection Appliance Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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