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CVE CVE-2017-15597
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-30 14:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description An issue was discovered in Xen through 4.9.x. Grant copying code made an implication that any grant pin would be accomj

/ |

1|

Risk And Classification

Problem Types: CWE-119 | CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Xen Xen All rc7 All All

Reference Sa
Xen Grant Copy Race Condition Lets Local Administrative Users on a Guest System Cause the Host System to Crash - SecurityTracker ~ SE
Xen CVE-2017-15597 Memory Corruption Vulnerability Bl
Citrix XenServer Security Update for CVE-2017-15597 CC
[SECURITY] [DLA 1549-1] xen security update ML
Debian -- Security Information -- DSA-4050-1 xen DE
oss-security - Xen Security Advisory 236 (CVE-2017-15597) - pin count / page reference race in grant table code ML
XSA-236 - Xen Security Advisories CC
CVE Program record C\
NVD vulnerability detail N\
q |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2017-15597/mitre
https://cve.report/CVE-2017-15597/nist
https://cve.report/CVE-2017-15597/cve_org
https://cve.report/api/cve/CVE-2017-15597.json
https://cve.report/CVE-2017-15597.pdf
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://www.securitytracker.com/id/1039653
http://www.securityfocus.com/bid/101564
https://support.citrix.com/article/CTX229057
https://lists.debian.org/debian-lts-announce/2018/10/msg00009.html
https://www.debian.org/security/2017/dsa-4050
http://www.openwall.com/lists/oss-security/2017/10/24/3
http://xenbits.xen.org/xsa/advisory-236.html
https://www.cve.org/CVERecord?id=CVE-2017-15597
https://nvd.nist.gov/vuln/detail/CVE-2017-15597

500820 Alpine Linux Security Update for xen

504563 Alpine Linux Security Update for xen
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