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Summary

CVE CVE-2017-15628

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-11 16:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description TP-Link WVR, WAR and ER devices allow remote authenticated administrators to execute arbitrary commands via command injection in the lcpechointerval variable in the pptp_server.lua file.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Tp-link Er5110g - All All All

Hardware Tp-link Er5110g - All All All

Operating System Tp-link Er5110g Firmware - All All All

Operating System Tp-link Er5110g Firmware - All All All

Hardware Tp-link Er5120g - All All All

Hardware Tp-link Er5120g - All All All

Operating System Tp-link Er5120g Firmware - All All All

Operating System Tp-link Er5120g Firmware - All All All

Hardware Tp-link Er5510g - All All All

Hardware Tp-link Er5510g - All All All

Operating System Tp-link Er5510g Firmware - All All All

Operating System Tp-link Er5510g Firmware - All All All

Hardware Tp-link Er5520g - All All All

Hardware Tp-link Er5520g - All All All

Operating System Tp-link Er5520g Firmware - All All All

Operating System Tp-link Er5520g Firmware - All All All

Hardware Tp-link R4149g - All All All
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Hardware Tp-link R4149g - All All All

Hardware Tp-link R4149g - All All All

Operating System Tp-link R4149g Firmware - All All All

Operating System Tp-link R4149g Firmware - All All All

Hardware Tp-link R4239g - All All All

Hardware Tp-link R4239g - All All All

Operating System Tp-link R4239g Firmware - All All All

Operating System Tp-link R4239g Firmware - All All All

Hardware Tp-link R4299g - All All All

Hardware Tp-link R4299g - All All All

Operating System Tp-link R4299g Firmware - All All All

Operating System Tp-link R4299g Firmware - All All All

Hardware Tp-link R473 - All All All

Hardware Tp-link R473 - All All All

Hardware Tp-link R473g - All All All

Hardware Tp-link R473g - All All All

Hardware Tp-link R473gp-ac - All All All

Hardware Tp-link R473gp-ac - All All All

Operating System Tp-link R473gp-ac Firmware - All All All

Operating System Tp-link R473gp-ac Firmware - All All All

Operating System Tp-link R473g Firmware - All All All

Operating System Tp-link R473g Firmware - All All All

Hardware Tp-link R473p-ac - All All All

Hardware Tp-link R473p-ac - All All All

Operating System Tp-link R473p-ac Firmware - All All All

Operating System Tp-link R473p-ac Firmware - All All All

Operating System Tp-link R473 Firmware - All All All

Operating System Tp-link R473 Firmware - All All All

Hardware Tp-link R478 - All All All

Hardware Tp-link R478 - All All All

Hardware Tp-link R478 - All All All

Operating System Tp-link R478 Firmware - All All All

Hardware Tp-link R478g - All All All

Operating System Tp-link R478g Firmware - All All All

Hardware Tp-link R478g - All All All

Hardware Tp-link R478g - All All All
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Hardware Tp-link R478 - All All All

Hardware Tp-link R478 - All All All

Operating System Tp-link R478 Firmware - All All All

Operating System Tp-link R478 Firmware - All All All

Operating System Tp-link R478 Firmware - All All All

Operating System Tp-link R478 Firmware - All All All

Hardware Tp-link R483 - All All All

Hardware Tp-link R483 - All All All

Hardware Tp-link R483g - All All All

Hardware Tp-link R483g - All All All

Operating System Tp-link R483g Firmware - All All All

Operating System Tp-link R483g Firmware - All All All

Operating System Tp-link R483 Firmware - All All All

Operating System Tp-link R483 Firmware - All All All

Hardware Tp-link R488 - All All All

Hardware Tp-link R488 - All All All

Operating System Tp-link R488 Firmware - All All All

Operating System Tp-link R488 Firmware - All All All

Hardware Tp-link War1300l - All All All

Hardware Tp-link War1300l - All All All

Operating System Tp-link War1300l Firmware - All All All

Operating System Tp-link War1300l Firmware - All All All

Hardware Tp-link War1750l - All All All

Hardware Tp-link War1750l - All All All

Operating System Tp-link War1750l Firmware - All All All

Operating System Tp-link War1750l Firmware - All All All

Hardware Tp-link War2600l - All All All

Hardware Tp-link War2600l - All All All

Operating System Tp-link War2600l Firmware - All All All

Operating System Tp-link War2600l Firmware - All All All
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Operating System Tp-link War302 Firmware - All All All

Hardware Tp-link War450 - All All All

Hardware Tp-link War450 - All All All

Hardware Tp-link War450l - All All All

Hardware Tp-link War450l - All All All

Operating System Tp-link War450l Firmware - All All All
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Operating System Tp-link Wvr2600l Firmware - All All All

Hardware Tp-link Wvr300 - All All All

Hardware Tp-link Wvr300 - All All All

Operating System Tp-link Wvr300 Firmware - All All All

Operating System Tp-link Wvr300 Firmware - All All All

Hardware Tp-link Wvr302 - All All All

Hardware Tp-link Wvr302 - All All All

Operating System Tp-link Wvr302 Firmware - All All All

Operating System Tp-link Wvr302 Firmware - All All All

Hardware Tp-link Wvr4300l - All All All

Hardware Tp-link Wvr4300l - All All All

Operating System Tp-link Wvr4300l Firmware - All All All

Operating System Tp-link Wvr4300l Firmware - All All All

Hardware Tp-link Wvr450 - All All All

Hardware Tp-link Wvr450 - All All All

Hardware Tp-link Wvr450l - All All All

Hardware Tp-link Wvr450l - All All All

Operating System Tp-link Wvr450l Firmware 1.0161125 All All All

Operating System Tp-link Wvr450l Firmware 1.0161125 All All All

Operating System Tp-link Wvr450 Firmware - All All All

Operating System Tp-link Wvr450 Firmware - All All All

Hardware Tp-link Wvr458l - All All All

Hardware Tp-link Wvr458l - All All All

Operating System Tp-link Wvr458l Firmware - All All All

Operating System Tp-link Wvr458l Firmware - All All All

Hardware Tp-link Wvr900g - All All All

Hardware Tp-link Wvr900g - All All All

Operating System Tp-link Wvr900g Firmware 3.0_170306 All All All

Operating System Tp-link Wvr900g Firmware 3.0_170306 All All All

Hardware Tp-link Wvr900l - All All All

Hardware Tp-link Wvr900l - All All All

Operating System Tp-link Wvr900l Firmware - All All All

Operating System Tp-link Wvr900l Firmware - All All All
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Reference Source Link

Vulnerability/CVE-2017-15613_to_CVE-2017-15637.txt at master · chunibalon/Vulnerability · GitHub MISC github.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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