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CVE CVE-2017-15649
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-10-19 22:29:00 UTC
Updated 2018-08-24 10:29:00 UTC
Description net/packet/af_packet.c in the Linux kernel before 4.13.6 allows local users to gain privileges via crafted system calls that tri¢

1|

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Linux Linux Kernel All All

Edition Language

All All

References

Reference

kernel/git/torvalds/linux.git - Linux kernel source tree
www.kernel.org/pub/linux/kernel/v4.x/ChangelLog-4.13.6

Red Hat Customer Portal

[net] packet: hold bind lock when rebinding to fanout hook - Patchwork

Red Hat Customer Portal

Linux Kernel CVE-2017-15649 Local Privilege Escalation Vulnerability

[net] packet: in packet_do_bind, test fanout with bind_lock held - Patchwork

packet: hold bind lock when rebinding to fanout hook - torvalds/linux@008ba2a - GitHub
[SECURITY] [DLA 1200-1] linux security update

Red Hat Customer Portal

401 Authorization Required

packet: in packet_do_bind, test fanout with bind_lock held - torvalds/linux@4971613 - GitHub

kernel/git/torvalds/linux.git - Linux kernel source tree

Source

MISC

MISC

REDHAT

MISC

REDHAT

BID

MISC

MISC

MLIST

REDHAT

MISC

MISC

MISC

Link

git.kernel.org
www.kernel.org
access.redhat.com
patchwork.ozlabs.org
access.redhat.com
www.securityfocus.com
patchwork.ozlabs.org
github.com
lists.debian.org
access.redhat.com
blogs.securiteam.com
github.com

git.kernel.org
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Issue ~
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https://cve.report/
https://cve.report/CVE-2017-15649/mitre
https://cve.report/CVE-2017-15649/nist
https://cve.report/CVE-2017-15649/cve_org
https://cve.report/api/cve/CVE-2017-15649.json
https://cve.report/CVE-2017-15649.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=4971613c1639d8e5f102c4e797c3bf8f83a5a69e
http://www.kernel.org/pub/linux/kernel/v4.x/ChangeLog-4.13.6
https://access.redhat.com/errata/RHSA-2018:0152
http://patchwork.ozlabs.org/patch/813945/
https://access.redhat.com/errata/RHSA-2018:0151
http://www.securityfocus.com/bid/101573
http://patchwork.ozlabs.org/patch/818726/
https://github.com/torvalds/linux/commit/008ba2a13f2d04c947adc536d19debb8fe66f110
https://lists.debian.org/debian-lts-announce/2017/12/msg00004.html
https://access.redhat.com/errata/RHSA-2018:0181
https://blogs.securiteam.com/index.php/archives/3484
https://github.com/torvalds/linux/commit/4971613c1639d8e5f102c4e797c3bf8f83a5a69e
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=008ba2a13f2d04c947adc536d19debb8fe66f110

USN-3754-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.com
CVE Program record CVE.ORG www.cve.org canoni
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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