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CVE CVE-2017-15710
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-26 15:29:00 UTC
Updated 2023-11-07 02:40:00 UTC
Description In Apache httpd 2.0.23 to 2.0.65, 2.2.0 to 2.2.34, and 2.4.0 to 2.4.29, mod_authnz_ldap, if configured with AuthLDAPChars

/ ]

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hitp Server 2.4.1 All All All
Application Apache Http Server 2.4.10 All All All
Application Apache Hitp Server 2.4.12 All All All
Application Apache Http Server 2.4.16 All All All
Application Apache Hitp Server 2.417 All All All
Application Apache Http Server 2.4.18 All All All
Application Apache Hitp Server 2.4.2 All All All
Application Apache Http Server 2.4.20 All All All
Application Apache Http Server 2.4.23 All All All
Application Apache Http Server 2.4.25 All All All
Application Apache Http Server 2.4.26 All All All
Application Apache Http Server 2.4.27 All All All
Application Apache Http Server 2.4.28 All All All
Application Apache Http Server 2.4.29 All All All
Application Apache Http Server 2.4.3 All All All
Application Apache Http Server 2.4.4 All All All
Application Apache Http Server 246 All All All
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Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Netapp Clustered Data Ontap - All All All
Operating System Netapp Clustered Data Ontap - All All All
Application Netapp Santricity Cloud Connector - All All All
Application Netapp Santricity Cloud Connector - All All All
Application Netapp Storagegrid - All All All
Application Netapp Storagegrid - All All All
Application Netapp Storage Automation Store - All All All
Application Netapp Storage Automation Store - All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 7.4 All All All
Operating System Redhat Enterprise Linux 7.5 All All All
Operating System Redhat Enterprise Linux 7.6 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 7.4 All All All
Operating System Redhat Enterprise Linux 7.5 All All All
Operating System Redhat Enterprise Linux 7.6 All All All
Reference
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oss-security - CVE-2017-15710: Out of bound write in mod_authnz_Idap when using too small Accept-Language values
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Red Hat Customer Portal
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Debian -- Security Information -- DSA-4164-1 apache2
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Red Hat Customer Portal

[R1] Tenable.sc 5.13.0 Fixes Multiple Third-Party Vulnerabilities - Security Advisory | Tenable®
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USN-3937-2: Apache vulnerabilities | Ubuntu security notices
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Document Display | HPE Support Center

USN-3627-2: Apache HTTP Server vulnerabilities | Ubuntu security notices | Ubuntu
[SECURITY] [DLA 1389-1] apache?2 security update
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Apache HTTPD mod_authnz_Idap Out-of-bounds Memory Write Error Lets Remote Users Cause the Target Service to Crash - Security Tracke
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Apache HTTP Server CVE-2017-15710 Denial of Service Vulnerability
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CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377287 Alibaba Cloud Linux Security Update for httpd (ALINUX2-SA-2020:0075)

500013 Alpine Linux Security Update for apache2
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