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Summary

CVE CVE-2017-15908

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-26 14:29:00 UTC

Updated 2022-02-20 05:58:00 UTC

Description In systemd 223 through 235, a remote DNS server can respond with a custom crafted DNS NSEC resource record to trigger an infinite loop in the dns_packet_read_type_window() function of the 'systemd-resolved' service and cause a DoS of the affected service.

Risk And Classification

Problem Types: CWE-835

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Application Freedesktop Systemd 223 All All All

Application Freedesktop Systemd 224 All All All

Application Freedesktop Systemd 225 All All All

Application Freedesktop Systemd 226 All All All

Application Freedesktop Systemd 227 All All All

Application Freedesktop Systemd 228 All All All

Application Freedesktop Systemd 229 All All All

Application Freedesktop Systemd 230 All All All

Application Freedesktop Systemd 231 All All All

Application Freedesktop Systemd 232 All All All

Application Freedesktop Systemd 233 All All All

Application Freedesktop Systemd 234 All All All

Application Freedesktop Systemd 235 All All All

Application Freedesktop Systemd 223 All All All

Application Freedesktop Systemd 224 All All All
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Application Freedesktop Systemd 224 All All All

Application Freedesktop Systemd 225 All All All

Application Freedesktop Systemd 226 All All All

Application Freedesktop Systemd 227 All All All

Application Freedesktop Systemd 228 All All All

Application Freedesktop Systemd 229 All All All

Application Freedesktop Systemd 230 All All All

Application Freedesktop Systemd 231 All All All

Application Freedesktop Systemd 232 All All All

Application Freedesktop Systemd 233 All All All

Application Freedesktop Systemd 234 All All All

Application Freedesktop Systemd 235 All All All

Application Systemd Project Systemd 223 All All All

Application Systemd Project Systemd 224 All All All

Application Systemd Project Systemd 225 All All All

Application Systemd Project Systemd 226 All All All

Application Systemd Project Systemd 227 All All All

Application Systemd Project Systemd 228 All All All

Application Systemd Project Systemd 229 All All All

Application Systemd Project Systemd 230 All All All

Application Systemd Project Systemd 231 All All All

Application Systemd Project Systemd 232 All All All

Application Systemd Project Systemd 233 All All All

Application Systemd Project Systemd 234 All All All

Application Systemd Project Systemd 235 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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