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Summary

CVE CVE-2017-16249

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-10 02:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description The Debut embedded http server contains a remotely exploitable denial of service where a single malformed HTTP POST request can cause the server to hang until eventually replying (~300 seconds) with an HTTP 500 error. While the server is hung, print jobs over the network are blocked and the web interface is inaccessible. An attacker can continuously send this malformed request to keep the device inaccessible to legitimate traffic.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Brother Dcp-j132w - All All All

Hardware Brother Dcp-j132w - All All All

Operating System Brother Dcp-j132w Firmware All All All All

References

Reference Source Link Tags

Denial of Service Vulnerability in Brother Printers MISC www.trustwave.com Third Party Advisory

www.trustwave.com/Resources/Security-Advisories/Advisories/TWSL2017-017 MISC www.trustwave.com Exploit, Third Party Advisory

Debut Embedded httpd 1.20 Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

Debut Embedded HTTPd 1.20 - Denial of Service EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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