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Summary

CVE CVE-2017-16375

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-09 06:29:00 UTC

Updated 2017-12-15 15:12:00 UTC

Description An issue was discovered in Adobe Acrobat and Reader: 2017.012.20098 and earlier versions, 2017.011.30066 and earlier versions, 2015.006.30355 and earlier versions, and 11.0.22 and earlier versions. This issue is due to an untrusted pointer dereference in the JavaSscript API engine. In this scenario, the JavaScript input is crafted in way that the computation results in pointers to memory locations that do not belong to the relevant process address space. The dereferencing operation is a read operation, and an attack can result in sensitive data exposure.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Acrobat All All All All

Application Adobe Acrobat All All All All

Application Adobe Acrobat Dc All All All All

Application Adobe Acrobat Dc All All All All

Application Adobe Acrobat Reader All All All All

Application Adobe Acrobat Reader All All All All

Application Adobe Acrobat Reader Dc All All All All

Application Adobe Acrobat Reader Dc All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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