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CVE CVE-2017-16521

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-10 09:29:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description In Inedo BuildMaster before 5.8.2, XsITransform was used where XslCompiledTransform should have been used.

Risk And Classification

Version Source
3.0 nvd@nist.gov
2.0 nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: NVD-CWE-noinfo | n/a

Type Score Severity
Primary 9.8 CRITICAL
Primary 7.5

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov

Vector

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability


https://cve.report/
https://cve.report/CVE-2017-16521/mitre
https://cve.report/CVE-2017-16521/nist
https://cve.report/CVE-2017-16521/cve_org
https://cve.report/api/cve/CVE-2017-16521.json
https://cve.report/CVE-2017-16521.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

J B

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Inedo Buildmaster All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link Tags
inedo.myjetbrains.com/youtrack/issue/EDO-3334 af854a3a-2127-422b-91ae-364da2661108 inedo.myjetbrains.com  Permissic
inedo.myjetbrains.com/youtrack/issue/BM-3108 af854a3a-2127-422b-91ae-364da2661108 inedo.myjetbrains.com Vendor A
BuildMaster 5.8.2 Released | More Than Just Code | Inedo  af854a3a-2127-422b-91ae-364da2661108 inedo.com Release |
Checking your Browser - GitLab af854a3a-2127-422b-91ae-364da2661108 gitlab.com Permissic
BuildMaster Downloads & Release Notes | Inedo af854a3a-2127-422b-91ae-364da2661108 inedo.com Release |
CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical
1

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/inedo
http://cve.report/software/inedo/buildmaster
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://inedo.myjetbrains.com/youtrack/issue/EDO-3334
https://inedo.myjetbrains.com/youtrack/issue/BM-3108
https://inedo.com/blog/buildmaster-582-released
https://gitlab.com/inedo/buildmaster/commit/4f4c737fefe44c3227535946f535fb7ef468d721
https://inedo.com/buildmaster/versions#v5.8
https://www.cve.org/CVERecord?id=CVE-2017-16521
https://nvd.nist.gov/vuln/detail/CVE-2017-16521

There are currently no legacy QID mappings associated with this CVE.
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