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Summary

CVE CVE-2017-16537

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-04 01:29:00 UTC

Updated 2018-08-24 10:29:00 UTC

Description The imon_probe function in drivers/media/rc/imon.c in the Linux kernel through 4.13.11 allows local users to cause a denial of service (NULL pointer dereference and system crash) or possibly have unspecified other impact via a crafted USB device.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

404: File not found - Patchwork MISC patchwork.kernel.org Patch, Third Party Advisory

USN-3619-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

USN-3617-2: Linux (HWE) vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

USN-3619-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

[SECURITY] [DLA 1200-1] linux security update MLIST lists.debian.org

USN-3617-1: Linux kernel vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

Google Groups MISC groups.google.com Third Party Advisory

USN-3617-3: Linux kernel (Raspberry Pi 2) vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

USN-3754-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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http://cve.report/software/linux/linux_kernel
https://patchwork.kernel.org/patch/9994017/
https://usn.ubuntu.com/3619-1/
https://usn.ubuntu.com/3617-2/
https://usn.ubuntu.com/3619-2/
https://lists.debian.org/debian-lts-announce/2017/12/msg00004.html
https://usn.ubuntu.com/3617-1/
https://groups.google.com/d/msg/syzkaller/bBFN8imrjjo/-5jCl8EiCQAJ
https://usn.ubuntu.com/3617-3/
https://usn.ubuntu.com/3754-1/
https://www.cve.org/CVERecord?id=CVE-2017-16537
https://nvd.nist.gov/vuln/detail/CVE-2017-16537


Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

160123 Oracle Enterprise Linux Security Update for unbreakable enterprise kernel (ELSA-2022-9852)

390268 Oracle VM Server for x86 Security Update for kernel (OVMSA-2022-0026)

http://cve.report/qid/160123
http://cve.report/qid/390268
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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