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Summary

CVE CVE-2017-16545

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-05 22:29:00 UTC

Updated 2023-11-07 02:40:00 UTC

Description The ReadWPGImage function in coders/wpg.c in GraphicsMagick 1.3.26 does not properly validate colormapped images, which allows remote attackers to cause a denial of service (ImportIndexQuantumType invalid write and application crash) or possibly have unspecified other impact via a malformed WPG image.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Graphicsmagick Graphicsmagick 1.3.26 All All All

Application Graphicsmagick Graphicsmagick 1.3.26 All All All

References

Reference Source Link

[SECURITY] [DLA 1456-1] graphicsmagick security update MLIST lists.debian.org

Debian -- Security Information -- DSA-4321-1 graphicsmagick DEBIAN www.debian.org

[SECURITY] Fedora 30 Update: GraphicsMagick-1.3.32-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 29 Update: GraphicsMagick-1.3.32-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: GraphicsMagick-1.3.32-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Mercurial Repository: p/graphicsmagick/code: changeset 15245:e8086faa52d0 CONFIRM hg.code.sf.net

[SECURITY] Fedora 29 Update: GraphicsMagick-1.3.32-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

USN-4248-1: GraphicsMagick vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

GraphicsMagick / Bugs / #519 Null Pointer Dereference (Write) with malformed WPG Image CONFIRM sourceforge.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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