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Summary

CVE CVE-2017-16637

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-06 22:29:00 UTC

Updated 2017-11-29 19:06:00 UTC

Description In Vectura Perfect Privacy VPN Manager v1.10.10 and v1.10.11, when resetting the network data via the software client, with a running VPN connection, a critical error occurs which leads to a "FrmAdvancedProtection" crash. Although the mechanism malfunctions and an error occurs during the runtime with the stack trace being issued, the software process is not properly terminated. The software client is still attempting to maintain the connection even though the network connection information is being reset live. In that insecure mode, the "FrmAdvancedProtection" component crashes, but the process continues to run with different errors and process corruptions. This local corruption vulnerability can be exploited by local attackers.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Perfect-privacy Vpn Manager 1.10.10 All All All

Application Perfect-privacy Vpn Manager 1.10.11 All All All

Application Perfect-privacy Vpn Manager 1.10.10 All All All

Application Perfect-privacy Vpn Manager 1.10.11 All All All

References

Reference Source Link

www.vulnerability-lab.com/get_content.php MISC www.vulnerability-lab.com

Beantwortet: - Reporting a Security Bug in VPN Software Client for Windows | Perfect Privacy Forum MISC board.perfect-privacy.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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