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Summary

CVE CVE-2017-16680

State PUBLIC

Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-12 14:29:00 UTC

Updated 2023-12-21 04:21:00 UTC

Description Two potential audit log injections in SAP HANA extended application services 1.0, advanced model: 1) Certain HTTP/REST endpoints of controller service are missing user input validation which could allow unprivileged attackers to forge audit log lines. Hence the interpretation of audit log files could be hindered or misdirected. 2) User Account and Authentication writes audit logs into syslog and additionally writes the same audit entries into a log file. Entries in the log file miss escaping. Hence the interpretation of audit log files could be hindered or misdirected, while the entries in syslog are correct.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Hana Extended Application Services 1.0 All All All

Application Sap Hana Extend Application Services 1.0 All All All

Application Sap Hana Extend Application Services 1.0 All All All

References

Reference Source Link Tags

launchpad.support.sap.com CONFIRM launchpad.support.sap.com Permissions Required, Vendor Advisory

SAP Security Patch Day – December 2017 | SAP Blogs CONFIRM blogs.sap.com Issue Tracking, Vendor Advisory

SAP HANA CVE-2017-16680 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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