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Summary

CVE CVE-2017-16725

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-20 19:29:00 UTC

Updated 2018-01-12 19:31:00 UTC

Description A Stack-based Buffer Overflow issue was discovered in Xiongmai Technology IP Cameras and DVRs using the NetSurveillance Web interface. The stack-based buffer overflow vulnerability has been identified, which may allow an attacker to execute code remotely or crash the device. After rebooting, the device restores itself to a more vulnerable state in which Telnet is accessible.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Xiongmaitech Ahb7004t-g-v4 - All All All

Hardware Xiongmaitech Ahb7004t-g-v4 - All All All

Operating System Xiongmaitech Ahb7004t-g-v4 Firmware 4.02.r11.7601 All All All

Operating System Xiongmaitech Ahb7004t-g-v4 Firmware 4.02.r11.7601 All All All

Hardware Xiongmaitech Ahb7004t-gl-v4 - All All All

Hardware Xiongmaitech Ahb7004t-gl-v4 - All All All

Operating System Xiongmaitech Ahb7004t-gl-v4 Firmware 4.02.r11.7601 All All All

Operating System Xiongmaitech Ahb7004t-gl-v4 Firmware 4.02.r11.7601 All All All

Hardware Xiongmaitech Ahb7004t-gs-v3 - All All All

Hardware Xiongmaitech Ahb7004t-gs-v3 - All All All

Operating System Xiongmaitech Ahb7004t-gs-v3 Firmware 4.02.r11.7601 All All All

Operating System Xiongmaitech Ahb7004t-gs-v3 Firmware 4.02.r11.7601 All All All

Hardware Xiongmaitech Ahb7004t-h-v2 - All All All

Hardware Xiongmaitech Ahb7004t-h-v2 - All All All

Operating System Xiongmaitech Ahb7004t-h-v2 Firmware 4.02.r11.7601 All All All

Operating System Xiongmaitech Ahb7004t-h-v2 Firmware 4.02.r11.7601 All All All

Hardware Xiongmaitech Ahb7004t-lm-v3 - All All All
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Hardware Xiongmaitech Ahb7004t-lm-v3 - All All All

Hardware Xiongmaitech Ahb7004t-lm-v3 - All All All

Operating System Xiongmaitech Ahb7004t-lm-v3 Firmware 4.02.r11.3070 All All All

Operating System Xiongmaitech Ahb7004t-lm-v3 Firmware 4.02.r11.3070 All All All

Hardware Xiongmaitech Ahb7004t-lme-v3 - All All All

Hardware Xiongmaitech Ahb7004t-lme-v3 - All All All

Operating System Xiongmaitech Ahb7004t-lme-v3 Firmware 4.02.r11.7601 All All All

Operating System Xiongmaitech Ahb7004t-lme-v3 Firmware 4.02.r11.7601 All All All

Hardware Xiongmaitech Ahb7004t-mh-v2 - All All All

Hardware Xiongmaitech Ahb7004t-mh-v2 - All All All
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Operating System Xiongmaitech Ahb7004t-mh-v3 Firmware 4.02.r11.7601 All All All

Hardware Xiongmaitech Ahb7008f2-g-v4 - All All All

Hardware Xiongmaitech Ahb7008f2-g-v4 - All All All

Operating System Xiongmaitech Ahb7008f2-g-v4 Firmware 4.02.r11.7601 All All All

Operating System Xiongmaitech Ahb7008f2-g-v4 Firmware 4.02.r11.7601 All All All

Hardware Xiongmaitech Ahb7008f2-h - All All All

Hardware Xiongmaitech Ahb7008f2-h - All All All

Operating System Xiongmaitech Ahb7008f2-h Firmware 4.02.r11.3070 All All All
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Hardware Xiongmaitech Ahb7008f8-g-v4 - All All All
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