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CVE CVE-2017-16820
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-11-14 21:29:00 UTC
Updated 2018-09-04 10:29:00 UTC
Description The csnmp_read_table function in snmp.c in the SNMP plugin in collectd before 5.6.3 is susceptible to a double free in a ce
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Problem Types: CWE-415

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Collectd Collectd All All All All
Application Collectd Collectd All All All All

References

Reference Source
Red Hat Customer Portal REDHAT
#881757 - collectd: CVE-2017-16820: snmp plugin: double free or heap corruption - Debian Bug report logs CONFIRM
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Release 5.6.3 - collectd/collectd - GitHub CONFIRM
collectd: Multiple vulnerabilities (GLSA 201803-10) — Gentoo security GENTOO
Red Hat Customer Portal REDHAT
snmp plugin: Fix double free of request PDU - collectd/collectd@d16c245 - GitHub CONFIRM
Red Hat Customer Portal REDHAT
snmp plugin: double free or heap corruption - Issue #2291 - collectd/collectd - GitHub CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link
access.redhat.con
bugs.debian.org
access.redhat.con
access.redhat.con
github.com
security.gentoo.or¢
access.redhat.corr
github.com
access.redhat.corr
github.com
www.cve.org
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https://cve.report/
https://cve.report/CVE-2017-16820/mitre
https://cve.report/CVE-2017-16820/nist
https://cve.report/CVE-2017-16820/cve_org
https://cve.report/api/cve/CVE-2017-16820.json
https://cve.report/CVE-2017-16820.pdf
http://cve.report/vendor/collectd
http://cve.report/software/collectd/collectd
http://cve.report/vendor/collectd
http://cve.report/software/collectd/collectd
https://access.redhat.com/errata/RHSA-2018:0299
https://bugs.debian.org/881757
https://access.redhat.com/errata/RHSA-2018:2615
https://access.redhat.com/errata/RHSA-2018:1605
https://github.com/collectd/collectd/releases/tag/collectd-5.6.3
https://security.gentoo.org/glsa/201803-10
https://access.redhat.com/errata/RHSA-2018:0252
https://github.com/collectd/collectd/commit/d16c24542b2f96a194d43a73c2e5778822b9cb47
https://access.redhat.com/errata/RHSA-2018:0560
https://github.com/collectd/collectd/issues/2291
https://www.cve.org/CVERecord?id=CVE-2017-16820
https://nvd.nist.gov/vuln/detail/CVE-2017-16820
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710277 Gentoo Linux collectd Multiple Vulnerabilities (GLSA 201803-10)
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