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Summary

CVE CVE-2017-16852

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-16 17:29:00 UTC

Updated 2023-11-07 02:40:00 UTC

Description shibsp/metadata/DynamicMetadataProvider.cpp in the Dynamic MetadataProvider plugin in Shibboleth Service Provider before 2.6.1 fails to properly configure itself with the MetadataFilter plugins and does not perform critical security checks such as signature verification, enforcement of validity periods, and other checks specific to deployments, aka SSPCPP-763.

Risk And Classification

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Shibboleth Service Provider All All All All

Application Shibboleth Service Provider All All All All

References

Reference

Debian -- Security Information -- DSA-4038-1 shibboleth-sp2

#881857 - shibboleth-sp2: CVE-2017-16852: Dynamic MetadataProvider fails to install security filters (SSCPP-763) - Debian Bug report logs

git.shibboleth.net Git - cpp-sp.git/commit

[SECURITY] [DLA 1179-1] shibboleth-sp2 security update

shibboleth.net/community/advisories/secadv_20171115.txt

git.shibboleth.net Git - cpp-sp.git/commit
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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