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Summary

CVE CVE-2017-16861

State PUBLIC

Assigner security@atlassian.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-01 04:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description It was possible for double OGNL evaluation in certain redirect action and in WebWork URL and Anchor tags in JSP files to occur. An attacker who can access the web interface of Fisheye or Crucible or who hosts a website that a user who can access the web interface of Fisheye or Crucible visits, is able to exploit this vulnerability to execute Java code of their choice on systems that run a vulnerable version of Fisheye or Crucible. All versions of Fisheye and Crucible before 4.4.5 (the fixed version for 4.4.x) and from 4.5.0 before 4.5.2 (the fixed version for 4.5.x) are affected by this vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Crucible All All All All

Application Atlassian Crucible All All All All

Application Atlassian Fisheye All All All All

Application Atlassian Fisheye All All All All

References

Reference

[CRUC-8156] Remote code execution through OGNL double evaluation - CVE-2017-16861 - Create and track feature requests for Atlassian products.

[FE-6991] Remote code execution through OGNL double evaluation - CVE-2017-16861 - Create and track feature requests for Atlassian products.

Page Not Found - Atlassian Documentation

Atlassian FishEye and Crucible CVE-2017-16861 Multiple Remote Code Execution Vulnerabilities

Fisheye and Crucible Security Advisory 2018-01-31 | Crucible Server 4.8 | Atlassian Documentation

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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