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Summary

CVE CVE-2017-16867

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-16 21:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Amazon Key through 2017-11-16 mishandles Cloud Cam 802.11 deauthentication frames during the delivery process, which makes it easier for (1) delivery drivers to freeze a camera and re-enter a house for unfilmed activities or (2) attackers to freeze a camera and enter a house if a delivery driver failed to ensure a locked door before leaving.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Amazon Amazon Key - All All All

Hardware Amazon Amazon Key - All All All

Operating System Amazon Amazon Key Firmware All All All All

References

Reference Source Link

Amazon Key CVE-2017-16867 Security Weakness BID www.securityfocus.com

Amazon Key flaw could let a courier disable your Cloud Cam MISC www.engadget.com

Amazon Key’s camera can be disabled by a third party, allowing couriers to reenter your house - The Verge MISC www.theverge.com

Amazon Key Flaw Could Let Rogue Deliverymen Disable Your Camera | WIRED MISC www.wired.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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